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BILL OF RIGHTS PROCEDURES ACT 

THURSDAY, JUI.Y  13,  1978 

HOUSE OF REPKESENTATIVES, 
SUBCOMMITTEE ON COURTS, CIVIL LIBERTIES 

AND THE ADMINISTRATION OF JUSTICE 
OF THE COMMITTEE ON THE JUDICIARY, 

Washington, D.C. 
The subcommittee met, pursuant to notice, at 9:30 a.m., in room 

2237, Raybum House Office Building, Hon. Robert W. Kastenmeier 
(chairman of the subcommittee) presiding. 

Present: Representatives Kastenmeier, Danielson, Drinan, and 
Butler. 

Also present: Bruce A. Lehman, counsel; Timothy A. Boggs, pro- 
fessional staff member, Thomas E. Mooney, associate counsel; and 
Audrey Marcus, clerk. 

Mr. KASTENMEIER. The subcommittee will please be in order. 
I am pleased to convene today's hearings on H.R. 214, the Bill of 

Rights Procedures Act, legislation which the subcommittee has worked 
on over several sessions of Congress. 

Indeed, over 4 years ago, in the broadening wake of repeated dis- 
closures of illegitimate Government intrusions into the lives of 
citizens, the subcommittee began consideration of legislation placing 
limits on such Government activities. 

During the 93d Congress we focused on wiretapping and other 
forms of electronic surveillance. Some of the fruits of that work are 
seen today in the Foreign Intelligence Surveillance Act which is 
moving forward to the House floor. 

Durmg the 94th Congress we resumed our work on surveillance 
techniques generally and after more than 20 markup sessions the bill 
before us today, H.R. 214, was drafted by the subcommittee. 

H.R. 214 regulates the inspection by f'ederal agents of bank, tele- 
|)hone, and credit records, the conduct of mail covers by the U.S. 
Postal services, and amends certain sections of existing domestic 
wiretap laws. 

We nave not been alone in our work in these issues and on July 1, 
1977, the Privacy Protection Study Commission issued its report to 
the President and Congress. Chapter 9 of the report, "Government 
Access to Personal Records and 'Private Papere' " makes seven recom- 
mendations for public and private policy on Government access to 
such records. 

The recommendations of the Commission bear striking resemblance 
to the provisions of H.R. 214 and have given new impetus to the 
Congress and the administration to seriously consider this and similar 
proposals. 

(1) 



On Tuesday of this week the House Banking Committee, worldng 
with compromise language supported by the Department of Justice, 
favorably reported a privacy protection title to a larger banking reform 
bill. 

I am encouraged by this action and hope we will be able to move 
forward with the Banking Committee in our efforts to regularize and 
codify procedures to assure that these most revealing of private records 
are adequately protected and that the Federal law enforcement 
apparatus has legitimate access to such limited records as it needs to 
pursue its criminal justice obligations. 

As the President repeatedly stated during his campaign, his admin- 
istration is committed to the "guarantee of maximum personal privacy 
for private citizens." 

Here today to represent the administration position is the new 
Assistant Attorney General for the Criminal Division, Hon. Philip 
Heymann. Professor Heymann, I welcome you and congratulate you 
on your confirmation. 

I believe this is your first appearance before this committee, if not 
before the House of Representatives, and we are pletised to have you 
with us. 

[The bUl follows:] 
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95TH CONGRESS 
l8T SESSION RR.214 

IN THE HOUSE OF REPRESENTATIVES 

JANTXAHT 4,1977 

Mr. KASTENMEIER introtluced t.lip. following bill; which was referred jointly 
to the Committees on Banking, P'innnce and Urban Affairs and the 
Judiciary 

A BILL 
To require a subpoena or other judicial order prior to the 

inspection of bank, credit, or telephone toll records by an 

officer, employee, or agent of the United States, to regulate 

the use of mail covers, and to regulate the interception of 

wire or oral communications by communications common 

carriers, and for other purposes. 

1 Be it enacted hy the Senate and House of Representa- 

2 tices of the United States of America in Congre^t assembled, 

3 That this Act may be cited as "The Bill of Rights Procedures 

4 Act of 1977". 

I 
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1 TITLE I—CONFIDENTIALITY OF FINANCIAL, 

2 TOLL, AND CREDIT RECORDS 

3 DEFINITIONS 

4 SECTION 1. For the purposes of this Act: 

5 (a)   The term "financial institution" means— 

6 (1) a bank or trust company organized under the 

7 laws of any State or of the United States; 

8 (2) a savings and loan association or building and 

9 loan  association,  or homestead  association  organized 

10 nnder the laws of any State or of the United States; 

11 (3) a credit union organized under the laws of any 

12 State or of the United States; and 

13 (4)   any other organization chartered under the 

14 banking laws of any State and subject to the super- 

15 vision of the bajik supervisory authorities of a State. 

16 (b) The term "financial records" means any original or 

17 any copy of— 

18 (1) any debit or credit to a customer's deposit or 

19 share account with a financial institution; or 

20 (2) any record held by a financial institution con- 

21 taining information pertaining to a customer's relation- 

22 ship with the financial institution. 

23 (c)  The term "person" means an individual, partner- 

24 ship, corporation, association, trust, or any other legal entity 

25 organized under the laws of a State or the United States. 
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1 (d)  The term "customer" means any person who is 

2 patronizhig or lias patronized a financial institution and who 

3 is utilizing or has utilized a service offered by that financial 

4 institution, or who is subscribing or has subscribed to the 

5 services of a communication common carrier, or who is utiliz- 

6 ing or has utilized the sei"viccs of a credit card issuci', or who 

7 is the subject of a consumer report assembled by a consumer 

8 reporting agency. 

9 (e) The term "supervisor}' agency" means— 

10 (1) the Federal Deposit Insurance Corporation; 

11 (2) the Federal Savings and Loan Insurance Cor- 

12 poration; 

13 (3) the Federal Home Loan Bank Board; 

14 (4)   the National Credit Union Administration; 

15 (5)  die Federal Reserve lioard; 

16 (6) the Comptroller of the Currency; 

17 (7)   tlie Federal Communications Commission. 

18 (f)  The term "communication common carrier" shall 

19 have the meaning given to "common carrier" in section 153 

20 (h) of title 47 of the United States Code. 

21 (g) The term "toll records" means tickets, Hsts, or other 

22 detailed records of individual calls or messages, telegrams and 

23 similar messages, and messenger service charges, whether or 

24 not used as a basis for billing to customers. 

35-777 0-79-2 



6 

4 

1 (h)  The term "credit card issuer" means any person 

2 which offers to the public any card, plate, coupon book, or 

3 other device which may be utilized in lieu of cash, check, or 

4 similar method of payment for the purpose of obtaining 

5 money, property, labor, or services. 

6 (i) Tlie term "consumer reporting agency" means any 

7 person which, for monetary fees, dues, or on a cooperative 

8 nonprofit basis regularly engages in whole or in part in the 

9 practice of assembling or evaluating consumer credit infor- 

30 mation on consumers for the purpose of furnishing consumer 

11 reports to third persons, and which uses any means or facility 

12 of interstate commerce for tlie purpose of preparing or fur- 

i;J nishing consumer reports as defined in tlie Fair Credit Re- 

14 porting Act  (Public Law 91-508, October 26,  1970, 84 

15 Stat. 1136.). 

16 (j) The temi "credit records" means any record held by 

17 a credit card issuer which contains information pertaining to 

18 a customer's relationship with the credit card issuer or infor- 

19 mation relating to a customer contained in a consumer report 

20 assembled by a consumer reporting agency. 

21 ACCESS TO RECORDS 

22 SEC. 2. (a) No officer, employee, or agent of the United 

2'^ States, or any agency or department thereof, may obtain 

2^ copies of, access to, or information contained in the financial 

25 records, toll records, or credit records of any other customer 
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1 in the posssession of a financial Institution, communication 

2 common carrier, credit card issuer, or consumer reporting 

3 agency unless the records are described with sufficient partic- 

4 ularlty to identify the information sought and— 

5 (1)  such customer has authorized such disclosure 

6 ill accordance with section 4; 

7 (2)  such financial, toll, or credit records are dis- 

8 closed in response to an administrative subpoena or sum- 

9 mons which meets  the requirements  of section 5; 

10 (3)  such financial, toll, or credit records are dis- 

11 closed in response to a search warrant which meets the 

12 requirements of section 6; or 

13 (4)  such financial, toll, or credit records are dis- 

14 closed in response to a judicial subpoena which meets 

15 the requirements of section 7. 

IQ (5)  such financial, toll, or credit records are dis- 

17 closed in accordance with the requirements of section 

18 604(3)   A or C of the Fair Credit Reporting Act 

19 (Public Law 91-508, October 26, 1970, 84 Stat. 1136). 

20 (b)  Any customer whose records are subpoenaed pur- 

21 suant to tliis Act shall have standing to move to quash or to 

22 seek other relief. 

23 RESTRICTIONS ON THE RELEASE OP RECORDS 

24 SEC. 3.  (a)  No   financial   institution,   communication 

25 common carrier, credit card issuer, or consumer reporting 
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1 agency, or any oflicer, employee, or agent fhereof, may pro- 

2 vide to any officer, employee, or agent of the United States, 

3 or any agency or department thereof, copies of, access to. 

4 or the iufonnation contained in, the records of any customer 

5 except in accordance with the retpiircnieuts of sections 4, 5, 

6 fi, or 7 of this title or section ()04(3)    (A)   or   (C)   of 

7 tlie Fair Credit Ecportmg Act (Pubh'c Law 91-508, title 

8 VI, October 2G, 1970, 84 Stat. 1136). 

9 (b) This section shall not preclude a financial institu- 

10 tion, communication connnon carrier, credit card issuer, or 

11 consumer reporting agency or any officer, employee, or agent 

J2 thereof  from  notifying appropriate  oflicials  of  suspected 

13 violations of the law: Provided, hoircver. That any access 

14 to customer records shall be governed by sections 2 and 3 (a) 

15 of tliis title. 

16 CUSTOMER AUTHORIZATION 

17 SEC. 4. (a) A customer may authorize disclosure mider 

18 section (2) (a) (I) if he or those seeking disclosure furnish 

19 to the financial institution, communication coimuon carrier, 

20 credit card issuer, or consumei- reporting agency a signed 

21 and dated statement by which the customer  

22 (1) authorizes in wn'ting such disclosure in accord- 

23 ance with this section, which authorization shall  not 

24 exceed a period of one year: 
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1 (2)  describes with reasonable certainty the finan- 

2 cial, toll or credit records which are authorized to be 

;^ disclosed; 

4 (3)   specifies the agencies or authorities to which 

5 such records may be disclosed; 

6 (4)  states that he understands  that he has the 

7 right at any time to revoke the authorization; and 

8 (5)  states  that  he  understands  that he  has  the 

9 right at any time to obtain from the financial institution, 

10 communication common carrier, credit card issuer, or 

11 consumer reporting agency a  copy  of the  record  of 

12 examinations. 

13 (b)   No such authorization shall be reijuired as a con- 

14 dition of doing business with such financial institution, com- 

15 munication conunon carrier, credit card issuer, or consumer 

16 reporting agency. 

1*^ (c)   The financial institution, connnunication common 

18 carrier, credit card issuer, and consumer reporting agency 

19 shall keep a record of all examinations of the customer's 

20 records made pursuant to tliis section, inchiding the identity 

21 of the person examining toll or credit records, the goveni- 

22 mental agency or department which he represents, and a 

2-5 copy of the authorization. 
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1 ADMINISTRATIVE SUBPOENAS AND SUMMONSES 

•J SEC. 5. An officer, employee, or agent of the United 

3 States, or any department or agency thereof, in accordance 

4 with section 2(a) (2) and as authorized by law, may obtain 

5 from a financial institution, communication common carrier, 

6 credit card issuer, or consumer reporting agency copies of, 

7 access to, or information contained in the financial, toll, or 

8 credit records of any customer pursuant to an administrative 

9 subpoena or summons issued by tlie agency or department 

10 if— 

11 (1)  such subpoena or sunmions is sought in order 

12 to obtain information relevant to a legitinmte law en- 

13 forcement purpose; and 

14 (2)  a copy of the subpoena or sunnuons has been 

15 pei'sonally received by the customer or mailed to his 

16 last known address by registered or certified mail on the 

17 date on which the subpoena was served on the financial 

18 institution, communication common carrier, credit card 

19 issuer, or consumer reporting agency together with the 

20 following notice: 

21 "Records or information concerning your transao- 

22 tions held l)y the organization named in the attached 

23 summons are being sought by this  (agency or depart- 

24 ment)   for the following purpose: . If you 

25 desire that such records or information not be made 
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1 available, you should immediately notify this agency or 

2 department  (self-addressed and postage paid envelope 

3 enclosed) in writing, signed, and dated. Othenvise, upon 

4 the expiration of eighteen days from the date of de- 

5 livery or mailing of this notice, the records or informa- 

6 tion requested therein will be made available."; 

7 (3)  eighteen days have expired from the date of 

8 personal delivery or mailing of notice to the customer 

g and within which time period neither the customer nor 

10 the financial institution, communication common car- 

11 rier, credit card issuer, or consumer reporting agency 

12 has objected, in writing, to the record or information 

13 being made available; and 

14 (4)  concurrent with service of an administrative 

15 subpoena or summons a notice is provided to the finan- 

16 cial institution, communication common carrier, credit 

17 card issuer, or consumer reporting agency stating the 

Ig rights, obligations, and liabilities of such organization 

19 under this Act. 

20 SEARCH WABBANTS 

21 SEC. 6. An officer, employee, or agent of the United 

22 States or of any agency or department thereof, may obtam 

23 the financial, toll, or credit records of any customer, from 

24 a financial institution, communication common carrier, credit 

25 card issuer, or consumer reporting agency under section 
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1 2 (a) (3), if he obtains a search warrant pursuant to the 

2 Federal Bules of Criminal IVocedure. 

3 • JUDICIAL SUBPOENAS 

4 SEC. 7.  (a)  An officer, employee, agent, or authority 

5 of the United States or any agency or department thereof in 

fi accordance with section 2 (a) (4). may obtain from a finaii- 

7 cial institution, communication common carrier, credit card 

8 issuer, or consumer reporting agency copies of, access to, or 

9 information contained in, tlie financial, toll, or credit records 

10 of any customer pursuant to a judicial subpoena if— 

11 (1) such subpoena is authorized by law and there is 

12 reason to believe that the subpoena will produce infonna- 

13 tion relevant to a legitimate law enforcement purpose; 

14 (2)  a copy of the subpoena has been pei'sonally 

15 received by the customer or mailed to his last known 

16 address by registered or certified mail on the date on 

17 which the subpoena was served on the financial institu- 

18 tion, communication common carrier, credit card issuer, 

19 or consumer reporting agency together with the follow- 

20 ing notice: 

21 "Records or information concerning your transac- 

22 tions which are held by the organization named in the 

23 attached subpoena are being sought by this (agency or 

2i department or authority)   for the following purpose: 
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1 . If you desire that such records or in- 

2 fonnation not be produced, you should within eighteen 

3 days apply to the court named in the subpoena to pro- 

4 hibit its enforcement. Otherwise, upon the expiration of 

5 eighteen days from the date of the delivery or mailing 

6 of this notice the records or information requested there- 

7 in will be made available."; and 

8 (3)  eighteen days have expired from the date of 

9 personal delivery or mailing of notice to the customer 

10 within which period either the customer or the financial 

11 institution, communication common carrier, credit card 

12 issuer, or consumer reporting agency or both may move 

13 to quash such subpoena in the court named in the sub- 

14 poena; and 

15 (4) concurrent with service of a subpoena a notice 

16 is provided to the financial institution, communication 

17 common carrier, credit card issuer, or consumer report- 

18 ing agency statmg the rights, obligations, and liabilities 

19 of such organization under this Act. 

20 (b) Upon application of an officer, employee, agent or 

21 authority of the United States, the court may grant such 

22 subpoena in accordance with subsection (a) (1) with a tem- 

23 porary delay of deUvery or of mailing to the customer a copy 

24 of the subpoena and any notification of the existence of the 
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2 subpoena, which delay shall not exceed ninety days follow- 

2 ing the date of issuance, if the court finds, on the basis of an 

3 affidavit or sworn testimony, that it has been affirmatively 

4 demonstrated that such notification would seriously jeop- 

5 ardize a continuing investigation of any of the criminal 

g ofifenses listed in subsection (c). If the court so finds it shall 

rj enter an ex parte order granting the requested delay. Addi- 

g tional delays may be granted by the court upon application, 

g but only in accordance with this subsection. The total period 

JO of time from service of the subpoena to notification of the cus- 

j2 tomer shall not exceed one year, except if a judge of the 

j2 Court of Appeals for the appropriate circuit finds on the basis 

13 of an affidavit or sworn testimony that there is probable 

j4 cause to believe that a criminal offense listed in subsection 

15 (c) is being conmiitted, has been committed, or is about to 

16 be committed, and that the records sought or made available 

17 pursuant to this Act are relevant to a continuing investiga- 

Ig tion of such offense; in which case such judge shall enter 

19 an  ex  parte  order  granting  the  requested  delay.   Such 

20 additional    delays    are    not    limited    in    number,    but 

21 shall not exceed one hundred and eighty days each. Upon 

22 the expiration of the period of delay of notification of the 

23 customer the following notice shall be deUvered or mailed 

24 to him along with a copy of the subpoena: 

25 "Records or information concerning your transactions 
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1 which are held by the organization named in the enclosed 

2 subpoena were supplied to the authority named in the sub- 

3 poena on (date) . Notification was withheld pursuant 

4 to a determination by the court that such notice would ser- 

5 iously jeopardize an investigation concerning .". 

6 (c) Delay of notification of issuance of a subpoena may 

7 be sought pursuant to subsection   (b)  if such subpoena is 

8 issued m regard to any of the following offenses: Title 18, 

9 United States Code, section 201  (bribery of public oflBcials 

10 and witnesses), section 224 (bribery in sporting contests), 

11 subsections (d), (e), (f), (g), (h),or (i) of section 844 

12 (unlawful use of explosives), section 1084 (transmission of 

13 wagermg information), section 1503 (influencing or injuring 

14 an officer, juror, or witness generally), section 1510  (ob- 

15 struction of criminal investigations), section 1511  (obstruc- 

16 tion of State or local law enforcement), section 1751 (Presi- 

1'^ dential   assassinations,   kidnaping,   and   assault),   section 

18 1951 (interference with commerce by threats or violence), 

19 section 1952 (interstate and foreign travel or transportation 

20 in aid of racketeering enterprises), section 1954  (offer, ac- 

21 ceptance, or solicitation to influence operations of employee 

22 benefit plan), section 1955  (prohibition of business enter- 

23 prises of gambling), section 659 (theft from interstate ship- 

2* ment), section 664 (embezzlement from pension and welfare 

25 funds), sectidns 2314 and 2315 (interstate tranS|»6rtati6n 6f 
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1 stolen property), section 1963  (violations with respect to 

2 racketeer influenced and corrupt organizations)  or section 

3 351   (violations with respect to congressional assassination, 

4 kidnaping and assault), appendix, section 1202   (receipt, 

5 possession, or transportation of firearms) ; any offense pun- 

6 ishable by imprisonment for more than one year under sec- 

7 tions 2274 through 2277 of title 42, United States Code (re- 

8 lating to the enforcement of the Atomic Energy Act of 

9 1954), or under title 18, United States Code, chapter 37 

10 (relating to espionage), chapter 105 (relating to sabotage), 

11 chapter 115 (relating to treason), or chapter 102 (relating 

12 to riots) ; a violation of section 186 or section 501 (c)  of 

13 title 29, United States Code  (dealing with restrictions on 

14 payments and loans to labor organizations), or any offense 

15 which Involves murder, kidnaping, robbery, or extortion, 

16 and which is punishable under title 18, United States Code; 

17 any offense involving counterfeiting punishable under title 

18 18, United States Code, sections 471, 472, or 473; any 

19 offense involving bankniptc}' fraud or the manufacture, im- 

20 portation, receivmg, concealment, buying, selling, or other- 

21 wise dealing in narcotic drugs, marihuana, or other dangerous 

22 drugs, punishable under any law of the United States; any 

23 offense including extortionate credit transactions under title 

24 18, United States Code^ sections 892, 893, or 894; or any 

25 .conspixftcy to commit, any, o| theJoregfiing. offenses...,,.    -., 
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j (d) Within thirty days after the expiration of a delay 

2 (or each extension thereof) granted under subsection  (b), 

3 the judge granting or denying the delay shall report to the 

4 Administrative Office of United States Courts— 

5 (1) the fact tiiat a delay or extension of delay was 

g requested; 

7 (2) the offense the mvestigation of which was the 

8 basis for the request for delay; 

9 (3) the disposition of the request for delay; 

10 (4)  the total period of tune for which notice had 

11 been previously withheld; and 

12 (5)   the identity of the investigative or law en- 

13 forcement officer, authori^ or agency requesting the 

14 delay. 

15 In April of each year tlie Director of the Administrative 

16 Office of the United States Courts shall transmit to the Con- 

17 gress a full and complete report concerning the nuniber 

18 of applications for extension of delay and the number of 

19 extensions granted or denied durmg the preceding calendar 

20 year. Such report shall include a summary and analysis of 

21 the data required to be filed with the Administrative Office 

22 pursuant to this section. The Director of the Administrative 

23 Office of the United States Courts is authorized to issue bind- 

24 . ing. regulations dealing with the. .cppt«nt. and. fqrm of the 

25 reports required to be filed by this section. 
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1 STATUTES OF LIMITATIONS 

2 SEC. 8. Whenever a customer or other party has moved 

3 to quash a subpoena issued pursuant to sections (5) or (7), 

4 the rumiing of the statutes of limitations for the offenses 

5 under investigation shall be suspended with respect to such 

6 customer or other party until the disposition of the motion 

7 by the court. 

8 ACCESS 

9 SEC. 9. Copies of, or the information contained in, finan- 

10 cial, toll, or credit records obtained pursuant to this Act shall 

11 not be used or retained in any form for any purpose other 

12 than the specific statutory purpose for which the information 

13 was originally obtained, nor shall such information or records 

1^ be provided to any other Government department or agency 

1^ or other person except where the transfer of such informa- 

1^ tion is specifically authorized by statute. 

1"^ EXCEPTIONS 

18 SEC. 10.   (a)  Nothing in this title prohibits the dis- 

19 semination of any financial, toll, or credit information which 

20 is not identified with or identifiable as being derived from the 

21 financial, toll, or credit records of a particular customer. 

22 (b) Subject to the limitations of section 9, nothing in 

^ this title prohibits examination by or disclosure of records to 

2* any supervisory agency solely in the exercise of its super- 
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1 visory function or the making of reports or returns required 

2 under the Internal Revenue Code of 1954. 

3 JUBISDICTION 

4 SEC. 11. A civil action to enforce any provision of this 

5 title may be brought in any appropriate United States district 

6 court without regard to the amount in controversy within 

7 three years of the date of discovery of such violation by 

8 the aggrie\ed customer. 

9 CIVIL EEMBDIBS 

10 SEC. 12. DAMAGES.— (a) Any person, financial insti- 

ll tution, communication common carrier, credit card issuer, 

12 consumer reporting agency, or any oflBcer, employee,  or 

13 agent of a financial institution, communication common car- 

1* rier, credit card issuer, consimier reporting agency, or of the 

15 United States Government or any agency or department 

1® thereof who knowingly obtains or discloses one or more finan- 

1"^ cial, toll, or credit records in violation of this title is liable to 

18 the customer or other party to whom such records relate 

19 for— 

20 (1) any actual damages sustained by the customer 

21 as a result of the disclosure, 

22 (2) such punitive damages as the court may allow, 

23 where the violation is found to have been willful, and 

24 (3) in the case of any successful action to enforce 
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1 liability under this section, the cost of the action together 

2 with reasonable attorney's fees as determined by the 

3 court. 

4 (b)  lNJUNCTr\'E RELIEF.—In addition to any other 

5 remedy contained in  this section  or otherwise available, 

6 injunctive relief shall be available to any person aggrieved 

7 by a violation or threatened violation of this Act. In the 

8 event of any successful action, costs together with reasonable 

9 attorney's fees as determined by the court may be recovered. 

10 TITLE II—MAIL COVERS 

11 DEFINITION 

12 SECTION 1. A mail cover is the procedure initiated at 

13 the request of a law enforcement authority by which a sys- 

14 tematic record or inspection is made of any data appearing 

15 on the outside cover of any mail matter, including, but not 

16 limited to, the name and address of the sender, the place and 

17 date of postmarking, and the class of mail. 

18 WHEN PERMITTED 

19 SEC. 2. No mail cover shall be initiated— 

20 (a)  without the written authorization of the chief 

21 postal inspector, a regional chief postal inspector, or an 

22 uispector in charge of the United States Postal Ser\'ice, 

23 except that if requested by the United States Attorney 

24. - General die chief postal inspector, shall authorize a mail 

25 cover pursuant to the requirements of this section; and 
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1 (b)   unless the chief postal uispector, a regioiinl 

2 chief postal inspector, an inspector in charge, or the 

3 United States Attomej' General has good cause to he- 

4 lieve, on the hasis of an affidavit setting forth the specific 

5 reasons for the proposed mail cover and the facts on 

6 which the applicant relies, that such procedure is neces- 

7 sary in regard to a continuing investigation of the com- 

8 mission or attempted commission of a felony or is neces- 

9 sary to secure information in the interest of locating a 

10 fugitive; and 

11 (c)   unless the chief postal inspector, a regional 

12 chief postal inspector, or an inspector in charge lias 

13 received a written request for such n)ail cover from the 

14 director or chief officer of an authority of a Federal, 

15 State, or local government one of wliose primary fimc- 

16 tions is  to investigate  the  commission  or  attempted 

1"^ commission of a felonj', or unless the chief postal in- 

18 spector, a regional chief postal uispector, or an inspector 

19 in charge has good cause to believe that the initiation 

20 of such mail cover is necessary to the investigjition of 

21 the commission or attempted commission of a postal 

22 felony. 

23 TIME PERIODS 

24 SEC. 3. A mail cover may be conducted for a period oJ 

25 .'thirty days. Authorization for continuance of a mail covCi 
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1 for additional periods of thirty days may be obtained, but 

2 only in accordance with this title. In no event shall the 

3 total period of time for a mail cover exceed one year, 

4 unless a judge of a United States court finds on the basis of 

5 an affidavit or sworn testimony that the tennination of such 

6 mail cover would seriously jeopardize a continuing investiga- 

7 tion of the commission or attempted commission of a felony 

8 or of the location of a fugitive. If such judge so finds he may 

9 authorize the continuance of the mail cover for additional 

10 periods not exceeding one year each. In such event, the 

11 requesting authority shall make application for continuance 

12 of the mail cover for periods not exceeding thirty days 

13 pursuant to section 2. 

14 EMBEGENCY AUTHORIZATION 

15 SEC. 4. If the chief postal inspector or a regional chief 

16 postal inspector has good cause to believe that a speedy ini- 

17 tiation of a mail cover is necessary in regard to a continuing 

18 investigation of the commission or attempted commission 

19 of a felony, or of the location of a fugitive he may authorize 

20 such mail cover on the basis of an oral request from the di- 

21 rector or chief officer of an authority of a Federal, State, 

22 or local government one of whose primary functions is to 

23 investigate the commission or attempted comnaission of a 

24 felony: Provided, 

25 That such oral request is fftllowed within forty- 
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1 eight hours by a written request and supporting affidavit 

2 to the chief postal inspector or regional chief postal in- 

3 spector who authorized the mail cover, and 

4 That no record of any data received from such mail 

5 cover shall be made available to the requesting autliority 

0 until such written request and supporting affidavit have 

7 been received and such mail cover has been approved 

8 pursuant to the requirements of section 2. 

9 NOTIOB 

10 SEC. 6. Within a reasonable time, but not later than 

11 ninety days after the termination of the period for a mail 

12 cover, the chief postal mspector, regional chief postal inspec- 

13 tor, or inspector in charge who authorized the mail cover, 

14 shall provide to the person whose mail is the subject of the 

15 mail cover a notice of the existence, dates, and purpose of 

16 such mail cover, except that such notice shall be waived if 

17 a judge of a United States court finds on tlie basis of an affi- 

18 davit or sworn testimony that the notice of such mail cover 

19 would seriously jeopardize a continuing investigation of the 

20 commission or attempted commission of a felony or of tlie 

21 location of a fugitive. 

22 BECOBDS 

23 SBC. 6.  (a)  All requests for mail covers, with records 

24 of action thereon, shall be within the custody of the chief 

25 postal inspector. 
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1 (b)   The regional chief postal inspectors and the in- 

2 specters in charge shall submit a copy of each mail cover 

3 request received together with a report of any action thereon 

4 to the chief postal inspector. 

5 (c) If the chief postal inspector determines that a mail 

6 cover was improperly initiated by a regional chief postal 

7 inspector or an inspector in charge, all data and records of 

8 information received from such mail cover shall be im- 

9 pounded and the requesting authority notified of the discon- 

10 tinuance of the mail cover and the reasons therefor. 

11 (d) No file or record pertaining to a mail cover shall be 

12 retained for a period in excess of eight years. 

13 HEPORTINO  REQUIBBMENT 

14 SEC. 7. In April of each year the chief postal inspector 

15 shall transmit to the Congress a full and complete report for 

16 the immediately preceding year of— 

17 (a)   the number of requests for mail covers and 

18 the nurnber of authorizations granted listed by each 

19 Postal Inspection Service division for which such au- 

20 thorizations were made; 

21 (b)  the identity of the law enforcement agencies 

22 making requests for mail covers listed by each Postal 

23 Inspection Service division for which such requests were 

24 made;and 

25 (c) a J'st of the offenses for which mail cover re- 
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1 quests were received listed by each Postal Inspection 

2 Service division for which such requests were made. 

3 INJUNCTIVB BELIEF 

4 SEC. 8. In addition to any other remedy contained in 

5 this trtic or otlierwise available, injunctive relief shall be 

G available to any person aggrieved by a violation or threat- 

7 cned violation of thi« title. In the event of any successful 

8 action, costs together with reasonable attorney's fees as deter- 

9 mined by the court may be recovered. 

10 TITLE III—AMENDMENTS TO CHAPTER 119, 

U TITLE 18, UNITED STATES CODE 

12 COMMUNICATION   COMMON   CARBIER   PRACTICES 

13 SECTION 1. (a) Section 2510 of title 18, United States 

11 Code, is amended by adding the following new definitions: 

15 "(12)  'supervisory observing' means the intercep- 

16 tion by an officer, employee, or agent of a communica- 

1^ tion common carrier of any oral or wire communication 

IS of an officer, employee, or agent of such communicati,on 

ly common carrier; 

20 "(13)  'service observing' means any interception 

21 which is a necessary incident to the rendition of scr\'icc, 

22 by a communication common carrier, of the voice con- 

2-5 tent of a customer-to-customer oral or wire communica- 

24 tion for purposes other than super\'isory observing or 

25 •     protection against theft of ser\'ice; and 
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1 "(14)   'protection against theft of service' means 

2 any action on the part of a communication common car- 

3 rier the purpose of which is to protect such communica- 

4 tion common carrier against a violation of section 1343 

5 of title 18, United States Code (fraud by wire, radio, or 

6 television) or similar State statute.". 

7 (b) Section 2511 (2) (a) (i) of such title 18 is amended 

S to read: "It shall not be unlawful for an officer, employee, or 

9   agent of a communication common carrier, acting in the offi- 

10 cial capacity of his emplojTnent, to engage in— 

11 "(A)  supervisory obser\'ing: Provided, That— 

12 "(1)   the oflficer, employee, or agent against 

13 whom such interception is directed has been given 

14 prior notice in writing of the likelihood of such 

15 interception, 

16 " (2) such interception is engaged in solely for 

17 the purposes of training or evaluation of employee 

18 performance, 

19 " (3) such interception is engaged in solely on 

20 communication facilities which are clearly identified 

21 as bemg subject to possible interception, and 

22 "(4) such interception involves no recording of 

23 the voice content of any communication; 

24 "(B)  service observing: Provided, That— 

25 " (1)  the interception of the voice content of 
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1 any customer-to-custonier oral or wire coinmuiiica- 

2 tion shall not exceed ten seconds without the imposi- 

3 tion of an intercept announcement signal or other 

4 actual notice to the customer, and 

5 "(2)  such interception involves no recording 

({ of the voice content of any communication; 

7 "(C) interception of any oral or wire communica- 

8 tion for purposes of protection against tlieft of service: 

9 Provided, That— 

10 " (1) such communication common cflrrier shall 

11 not intercept or record more than one hundred and 

12 twenty seconds of the voice content of any oral or 

13 wire communication intercepted in the interest of 

14 protection against theft of service.". 

15 SUPERVISORY OBSERVING BY OTHER THAN 

16 COMMUNICATION  COMMON  CABRIERS 

17 SEC 2. Section 2516(2) (d)   is amended by adding 

18 at the end thereof the following: 

19 "Provided, That no interception of any wire or oral eom- 

20 muuication by a person directed against an employee which 

21 is authorized by prior consent of such employee, shall be 

22 lawful under this chapter unless: 

23 " (i)  such employee against whom such intercep- 

24 tion is directed has been given prior notice in writing 

25 of the likelihood of such interception, and 
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1 " (ii)   such inttTception is engaged in solely for 

2 the  purpose  of  truiuiiig  or  evaluation  of  employee 

3 performance, and 

4 " (iii)   such interception is engaged iu solcl)' on 

5 communication facilities which arc clearly identified as 

6 being subject to possible interception, and 

7 " (iv)   such interception involves no recording on 

8 tape or wire or other comparable device of the voice 

9 content of any communication.". 

10 COUBT OEUBKED INTEKCEPTIONS IN TOLL FRAUD CASES 

11 SEC. 2. Section 251G (I) (c) of such title 18 is amended 

12 by deleting the semicolon and adding at tlie end thereof the 

13 following:   ",   section   1343    (fraud   by   wire,   radio,   or 

14 television) :". 

15 KBPOBTING REQUIBEMEXTS 

16 SEC. 3. Section 2519 of such title 18 is amended i)y 

17 adding at the end thereof the following new subsection: 

18 " (4) in January of each year, each connnunication 

19 common carrier shall report to the Federal Conmuuiiia- 

20 tions Commission coiicenihig the interceptions made by 

21 it during the preceding calendar year for the protection 

22 of its service against tlieft of service, including a descrip- 

23 tion of all such interceptions, the nature and frequency of 

24 the incriminating communications intercepted, the nuni- 

25 ber of persons whose communications were intercepted, 
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1 the total number of hours of recording of tomniunica- 

2 tions  hitereepted,   nud   the   average   minutes   of  such 

3 recording for each conmiunication interce])ted. In April 

4 of each year the Chairman of the Federal Communica- 

5 tions Commission shall transmit to Congress a full and 

6 complete  report of  the  infomiation  received  by  the 

7 Commission pursuant to this subsection.". 

8 I'OSSESSIOX OF DEVICE l-'OB THEFT OF SERVICE 

9 SEC. 4. Sections 2512 and 2513 of such title 18 are 

10 amended to read as follows: 

11 "§2512. Manufacture, distribution, possession, and adver- 

12 tising of wire or oral communication intercept- 

13 ing devices or devices for theft of service pro- 

14 hibited 

15 " (1)  Except as other\vise provided  in   this  chapter, 

16 any person who willfully— 

17 " (a)  sends through the mail, or sends or carries in 

18 interstate or foreign commerce, any electronic, mechani- 

19 cal, or other device, knowing or having reason to know 

20 that the design of such device renders it primarily use- 

21 ful for the purpose of the suneptitious interception of 

22 wire or oral communications or the surreptitious theft 

23 of a communication common carrier's service; 

24 "(b)   manufactures, assembles, possesses, or sells 

25 any electronic, mechanical, or other device, knowing 
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1 or having reason to know tliat the design of such device 

2 renders it primarily useful for the purpose of the sun-ep- 

3 titious interception of wire or oral communications or the 

4 surreptitious theft of a connniuiicatiou conunon carrier's 

5 service, and that such device or any component thereof 

Q has been or will be sent through the mail or transported 

7 in interstate or foreign commerce; or 

8 "(c) places in any newspaper, magazine, handbill, 

9 or other publication any advertisement of— 

10 "(i)  any electronic, mechanical, ()r other de- 

ll vice knowing or having reason to know that tlie 

12 design of such device renders it priiniirily useful 

13 for the purpose of the surreptitious interception of 

jj wire or oral comnnmications or the surreptitious 

j3 theft of a communication common carrier's service: 

16 «>' 

yj " (ii)   any   other  electronic,   mechanical,   or 

jg other device, where such advertisement promotes the 

jg use of such device for the purpose of the surrepti- 

2Q tious interception of wire or oral communications or 

o-j the surreptitious theft of a communication common 

22 carrier's service, 

23 knowing or having reason to know that sucli advcrtisp- 

n. ment will be sent through the mail or transported in 

25 interstate or foreign commerce, shall be fined not more 
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J than $10,000 or imprisoned not more than five years, 

2 or both. 

3 "(2)  It shall not be unlawful under this section for— 

4 " (a) a common carrier or an oflficer agent, or em- 

9 ployee of, or a person under contract with, a common 

6 carrier, in the normal course of the common carrier's 

7 business, or 

8 "(b) an officer, agent, or employee of, or a person 

9 under contract with, the United States, a State, or a 

10 political subdivision thereof, in the normal course of the 

11 activities of the United States, a State or a politiciil 

12 subdivision thereof, to: 

13 Send through the mail, send or carry in interstate or for- 

14 eign commerce, or manufacture, assemble, possess, or sell any 

15 electronic, mechanical, or other device knowing or having 

^^' reason to know that the design of such device renders it 

1'7 primarily useful for the purpose of the surreptitious inter- 

im ception of wire or oral communications or the surreptitious 

li* theft of a communication common carrier's service. 

20 "§2513. Confiscation of wire or oral communications in- 

21 tercepting devices or devices for theft of service 

22 "Any electronic, mechanical, or other device used, sent, 

2'5 carried, manufactured, assembled, possessed, sold, or ad- 

21 vertised in violntion of section 2511 or section 2512 of this 

23 (,l,ji|)tcr may be seized and forfeited to the United States. All 
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1 provisions of law relating to   (1)   the seizure, sunimarj' 

2 iiiid judicial  fnrfoituiu,  and  (•oiidfiniintion  of vessels,  vc- 

3 hides, merchandise, and baggage for violations of the cus- 

4 toms laws contained in title 19 of the United States Code, 

5 (2)   the disposition of such vessels, vehicles, merchandise, 

6 and baggage or the ])roceeds from the sale thereof,   (3) 

7 the remission or mitigation of such forfeiture,  (4) the com- 

8 promise of claims, and  (5)  the award of compensation to 

9 informers in respect of such forfeitures, shall applj' to soiz- 

10 nres and forfeitures incun-ed, or alleged to have been in- 

11 curred, under the provisions of this section, insofar as a])pli- 

12 cal)le and not inconsistent with the provisions of this section; 

i;? except that such duties as are imposed upon tiie collector of 

14 customs or any other pereon with res])cct to the seizure and 

15 forfeiture of vessels, vehicles, merchandise, and baggage un- 

16 der the provisions of the customs laws contained in title 19 

17 of the United States Code shall be performed with respect to 

18 seizure and forfeiture of electronic, mechanical, or other inter- 

19 ccpting devices or devices for the surreptitious theft of a 

20 communications common carrier's service under this section 

21 by such otticers, agents, or other persons as ma}' be au- 

22 thorized or designated for that purpose by the Attorney 

23 General.". 

24 DEFINITION  OF  ORAL  OK   WIRE COJIMT7NIC.\TION 

25 SEC. 5. Section 2510(4)  of such title IK is amended 

26 l)v deleting "anral". 
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i TITLE IV—PENALTIES 

2 Whoever, being an officer, ajieiit, or cniployee of tiie 

3 United States or any department or agency tliereof willfully 

4 violates any provision of title I or II of this Act shall be 

5 fined not more than -SLOOO or imprisoned not iiioic than one 

6 year, or l)0th. 

7 TITLE V-C'OXGSESSIONAL SrBPOENAS 

8 Nothing in this Act shall ni)ply to subpoenas issued by 

9 the United States Congiess. 
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TESTIMONY OP PHILIP B. HEYMAHN, ASSISTANT ATTORNEY GEN- 
EEAL, CRIMINAL DIVISION, DEPARTMENT OF JUSTICE, ACCOM- 
PANIED BY ROGER PAULEY, DEPUTY CHIEF, LEGISLATION AND 
SPECIAL PROJECT SECTION 

Mr. HEYMANN. Thank you very much, Mr. Chairman. 
I have been looking forward to coming over to the House of Repre- 

sentatives and I look forward to getting to know you gentlemen. 
If my complete prepared statement can be put in the record, Mr. 

Chairman, I can shorten it a little as I go through it, which might be 
more convenient in allowing more questions and answers. 

Mr. KASTENMEIER. That will be fine. Without objection your 
statement in its entirety will be accepted and made a part of the record. 

[The statement follows:] 

STATEMENT OF PHILIP B. HEYMANN, ASSISTANT ATTORNEY GENERAL, CRIMINAL 
DIVISION 

Mr. Chairman and members of the subcommittee, I am pleased to be here today 
to present the views of the Department of Justice on H.R. 214, the Bill of Rights 
Procedures Act. Title I of this bill, which will be the principal focus of ray testi- 
mony, would create a legally protectible privacy interest of an individual in the 
records of a third-party-held record keeper that pertain to such an individual, 
and would generally bar access by the government to the records unless the 
individual had been notified and afforded an opportunity to challenge the govern- 
ment's right to such access in court. 

As you know, Mr. Chairman, the question of the privacy rights of individuals, 
with respect to records of their transactions in the possession of third parties, 
has been and continues to be a matter of considerable controversy, because of 
the vital role that such records play in law enforcement. This Subcommittee is 
to be commended for its pioneering effort in the 94th Congress to develop workable 
legislation in this area in the wake of the Supreme Court's decision in United 
States V. Miller, 425 U.S. 435 (1976), holding that the Fourth Amendment pro- 
vides no protection to the subject of bank records owned and possessed by finan- 
cial institutions. In 1976, when this Department last communicated its views to 
this Subcommittee, it took the position that legislation like title I of H.R. 214 
was fundamentally misguided and unacceptable. Its view then as that such 
legislation was inherently inconsistent with important needs of law enforcement 
for ready access to financial records; and it saw no way then by which such legis- 
lation could be fashioned so as to reconcile the dual interests of customer privacy 
and legitimate law enforcement. 

During the present session of the 95th Congress, we in the Justice Department 
have reexamined this issue and, as the Chairman is aware, have changed our 
former position. We now favor legislation incorporating the basic principles of 
title I of H.R. 214, provided that certain significant amendments are made to 
better accommodate the needs of law enforcement. In short, we believe that per- 
sonal privacy and effective law enforcement need not be inconsistent. We con- 
tinue, of course, to be vitally concerned about the extent of crime in t)iis country, 
particularly organized crime, white collar crime, narcotics trafficking and public 
corruption—the areas over which the federal government has the primary en- 
forcement role and to which the Department of Justice attaches the highest pri- 
ority. We have the lesponsiliility of assuring Americans that we are doing all we 
can to provide effective law enforcement in these areas. And to fulfill that re- 
sponsibility, it is imperative that our legitimate access to third-party-held records 
is not denied or unduly delayed. At the same time, we are sensitive to the erosion 
of personal privacy that has resulted from advances in technology and changes 
in modern society. Like many others we have concluded that some additional 
safegiiards are necessary to insure that American citizens' privacy is not forfeited 
as a condition to enjoying fully the Ix-nefits available in our society. 

As part of this policy review, the Justice Department has testified on a number 
of bUls very similar to title I of H.R. 214 (e.g., S. 2096; title XI of H.R. 13088). 
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In the course of presenting such testimony we have also offered a draft piece of 
legislation which incorporates all of our recommendations—those reflecting major 
policy issues as well as more minor policy questions, structure and drafting sug- 
gestions. I would like to make a copy of our proposed statutory text, which is sug- 
gestive of some of our comments on H.R. 214, available to this subcommittee. 

Our proposal endorses the core principle of title I of H.R. 214 that, in general, 
an individual should be granted a statutory right of privacy in certain kinds of 
records pertaining to him or her, held by third-party record keepers, and, subject 
to appropriate exceptions, should be given fair notice that the government is 
seeking access to those records and an opportunity (i.e. "standing") to object in 
court to such access before the information is disclosed to the government. 

PROTECTION   OF  INDIVIDUALS 

As a guiding principle, we believe that the provisions of this legislation should 
apply no more broadly than necessary to achieve the desired result. Consequently, 
it is our position that the newly created rights and the accompanying procedures 
should apply only to individual, natural persons and not, as set forth in H.R. 214, 
to corporations and other legal entities. 

The underlying rationale of this legislation is to protect personal privacy. In our 
view, such protection attaches appropriately only to human beings. See e.g., 
Bellis v. United Slates, 417 U.S. 85 (1974) which held that a partnership may 
not assert Fifth Amendment rights with respect to partnership records. The 
availability or non-availability of the provisions of this legislation, like the avail- 
ability or non-availability of limited liability, should be just one more considera- 
tion that goes into an individual's decision to create a legal entitv in which to 
conduct his or her business. It is significant that other statutes seeking to afford 
privacy protection such as the Privacy Act of 1974, are limited to the records of 
natural persons. 5 U.S.C. 552 et seq. This distinction should be incorporated in 
this legislation as well. 

KINDS OF RECORDS COVERED 

The proposal that we wrote in response to other legislation covers the records 
of all types of depository institutions organized under the laws of, or with their 
principal place of business located in, the United States or any State. 

Contrary to H.R. 214, however, our proposal does not extend to telephone toll 
records. Although we have not yet reached a final judgment as to whether any 
or what sort of additional protection is needed for telephone toll records, our 
general view Ls that only a small class of personal records should be covered by 
new legislation. While there is information, such as that contained in financial 
records, in which an individual should have a legitimate expectation of privacy, 
there is other data in which .such an expectation is unwarranted. Scrutiny of 
financial records, for example, can reveal a profile of a person's entire life, including 
intimate information about his most cherished beliefs, habits and causes. Other 
records are not as rovealing. 

ACCESS TBROUaH  PROCESS 

A central provision of H.R. 214 is its requirement that the government use legal 
process to obtain access to an individual's records. By so requiring, the legislation 
prohibits "informal access" to records by government agencies. But such a scheme 
takes no account of the fact that there are agencies with a legitimate need for 
continued access to such records, which do not have .sufficient forms of process 
available and which have always relied on informal access (i.e. where an investi- 
gator simply requests a record keeper to cooperate). In the Department of Justice, 
for example, only the Antitrust Division and the Drug Enforcement Administra- 
tion have any form of administrative summons power, and this power is limited 
to certain types of cases. 

If the requirement of process is enacted unchanged, the gap that is created might 
make many kinds of necessary, lawful investigations impossible or force greater 
and earlier use of grand jury procedures to obtain third-party-held records. Neither 
alternative is satisfactory. Additionally, the grand jury is not available where an 
agency is conducting civil law enforcement. To avoid these results, either supple- 
mentary administrative summons power should be conferredupon agencies which 
do not have it or some new procedure should bo created. We propose the latter: 
a new procedure. 
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We recommend, in effect, formalizing informal access by requiring that a formal 
written request be used by agencies which have no administrative summons power 
to obtain access to financial records. Such a written request (which would have to 
conform to regulations promulgated by the head of each agency and department) 
would be subject to the notice and challenge provisions of the legislation just like 
any summons or subpoena. Unlike a summons or subpoena, however, in the event 
of an unsuccessful challenge (or none being filed), the record keeper would be 
free to disclose the records but would not be compelled to do so. 

Our support for such a procedure is based on our belief that record keepers, 
which would now have rules to govern the release of records and which would not 
be held liable for their good faith reliance on government representations, should 
and will cooperate with our legitimate investigations. 

NOTICE 

With regard to the notice provisions of this legislation, there are two exceptions 
to the pre-notification scheme that we believe are crucial. 

First, some provision must be made to deal with emergency situations in which 
immediate access to an individual's records is needed to avoid imminent danger 
of physical injury, serious property damage, or flight from prosecution. In a kid- 
napping case, for example, obviously every second counts. It might turn out 
that a key clue can be found in third-party-held records. In this situation, the 
delay that would occur from having to give notice or even from having to find a 
judge to sanction dispensing with notice could seriously threaten a victim's life. 
We suggest, therefore, that in emergency cases, the government be able to obtain 
the needed records upon a written representation to the record keeper that one 
or more of the above conditions is present. Subsequently, within a short time, 
the government would have to sul)mit to a court a sworn statement justifying 
resort to the emergency access procedure. Thereafter, the customer would receive 
notice, the right to challenge and other remedies as provided for in the other 
provisions of the legislation. 

Second, there are non-emergency situations where the harm that is feared will 
not result from the delay caused by having to give notice, but from the notice 
itself. In these cases, an opportunity must be afforded the government to secure 
a court order dispensing with the prc-notice requirements of the legislation and 
forbidding the record keeper from alerting an individual that the government has 
sought or received records. 

Unlike the provision in H.R. 214, which allows such a delay of notice only for 
requests made through judicial subpoenas and only when the government has 
"affirmatively demonstrated" that notice "would seriously jeopardize a continu- 
ing investigation" of certain enumerated offenses, the delay provision should be 
applicable to all offenses and to all avenues of access to records where the court 
finds there is reason to believe that giving notice would (1) endanger life or 
physical safety, (2) cause flight from prosecution, (3) cause the destruction of 
evidence, (4) result in witness intimidation or (5) otherwise jeopardize an investi- 
gation or official proceeding or unduly delay a trial or ongoing official proceeding. 

CnSTOMER   CHALLENGE 

Another set of our proposals seeks to modify the customer challenge provisions 
of the legislation. 

Because there is a need for speedy access to third-party-held records in many 
investigations, the period for a customer to bring a challenge should be kept 
relatively short. The 18 daj'S provided for by H.R. 214 should be substantially 
reduced to insure that delays are kept to a minimum. 

Furthermore, challenges should V)e heard not only by district court judges, but 
also by federal magistrates. Giving magistrates such expanded jurisdiction can 
divert these disputes from overburdened district judge.i. 

Another procedure we recommend to minimize delays in this process is to 
require a court, to which a challenge has been made, to decide the case within a 
prescribed period of time. Since the issues to be decided in these challenge suits 
should be relatively simple, this should not be too burdensome to implement. 

One further major change we are suggesting in this legislation is to give the 
customer more of the burden of going forward to stop the government from 
obtaining his or her financial records. Except in the case of a judicial subpoena, 
H.R. 214, following the model of other statutes like the Tax Reform Act of 1976, 



37 

permits a customer to halt government attempts to gain access to records merely 
by sending a written objection to the government agency or financial institution. 
Experience to date under the Tax Reform Act suggests that this malces objections 
too easy and encourages frivolous interference with wholly legitimate investiga- 
tions. Consequently, instead of allowing the customer to block a request by merely 
filing an objection with the record-keeper, we propose a provision requiring the 
customer to file a motion in court. With such a requirement, frivolous challenges 
can better be avoided. It is important to note, however, that once the customer 
makes an initial showing that access may be improper, the government bears 
the burden of proving to the court that the records are sought for a legitimate 
law enforcement purpose. 

Similarly, we believe it essential that this legislation include a provision which 
prohibits a customer from taking an immediate appeal from an unsuccessful 
challenge to the government's request for records. Such appeals should be joined 
with claims arising from any proceedings initiated by the government or wait 
a period of time for the government to state that no such proceedings are con- 
templated. By this means, delays in carrying out legitimate investigations will 
be minimized. 

We also want to make certain that the standard of relevance the govern- 
ment must meet in order to prevail in a customer challenge suit is not unreason- 
able. If too high a standard is imposed, many legitimate investigations will 
founder. Consequently, the test for allowing the government to obtain records 
should be whether or not those records may be relevant to a legitimate law en- 
forcement purpose. While not worded exactly this way, H.R. 214 seems to in- 
corporate such a realistic standard. 

We have included in our proposal a requirement that record keepers, which 
receive requests for records, process such requests during the notice period and be 
prepared to deliver the records requested to the government at the end of the 
period for filing challenges or after an unsuccessful challenge has been made. 
This provision can help diminish the adverse impact this legislation would have 
on law enforcement activities without requiring any sacrifice in the way of privacy 
protection. 

Along the same lines, we suggest a provision which tolls any applicable statute 
of limitations for the period in which customer challenges are taken. Without such 
a requirement, a customer might seek to avoid prosecution by trying to circumvent 
applicable statutes of limitations. 

Finally, we would like to see a provision added to the challenge procedures which 
would allow the government to request an in camera inspection of any showing it 
is required to make. Without this procedure, there would be a temptation to brmg 
challenges not to protect privacy but to conduct criminal discovery. 

USB   OF   INFORMATION 

We suggest that the bill recognize that information which the government 
lawfully possesses may have legitimate uses apart from the purposes for which it 
was originally obtained. 

H.R. 214, on the other hand, prohibits use of records "for any purpose other 
than the specific statutory purpose for which the information was originally ob- 
tained." This conflicts with the well-established constitutional and legal principle 
that evidence legally obtained for one purpose may be used for other legitimate 
law enforcement purposes. E.g., Conlidge v. New Hampshire, 403 U.S. 443, 464-473 
(1971); Rule 6(e). F. R. Crim. P. The principle is of particular importance at the 
incipient stages of a criminal investigation, where all participants and offenses 
may not be known. For example, the S.E.C. could subpoena bank records for the 
purpose of investigating violations of the federal securities laws and upon analysis 
discover that the records do not reveal securities violations but do reveal blatant 
violations of the tax laws. It would be unreasonable and excessively burdensome 
for another government agency to have to resupoena the records for tax law 
purposes and notify the subjects that it now seeks to use the records to investigate 
tax violations. 

This provision would, in effect, amend the Privacy Act of 1974 in a piece-meal 
fashion. Different rules might apply to financial records than to medical, educa- 
tional or other personal information. 

Such different rules would pose an extraordinary administrative burden, but— 
even more important—this .sort of piecemeal policy making is inadvisable for a 
complicated, iniportant subject like the transferring of records among govern- 
ment agencies. This subject should be considered as a whole, with an eye toward 
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a uniform, coherent policy, and should be fully deliberated by the relevant com- 
mittee or committees of the Congress. 

In our view, third-party-held records should be subject to the same rules cf use, 
retention, and disclosure (i.e., the Privacy Act of 1974) as other records legiti- 
mately in the hands of the government. Consequently, supervisory agencies (as 
defined in H.R. 214 and our bill) should be entitled to exchange customer infor- 
mation with other supervisory agencies for proper purposes and should be author- 
ized to report to law enforcement agencies possible violations of law from records 
obtained pursuant to the procedure.s of this legislation. Moreover, nothing in the 
legislation should prohibit a record keeper from reporting suspected violations of 
law to the appropriate government authority. 

PENALTIES 

To insure that the provisions of this legislation are obeyed, effective penalties 
are necessary. Therefore, we support the availability of civil sanctions (including 
liquidated damages, punitive damages, and attorneys fees where appropriate) to 
a customer against the government, a financial institution, or the agents of 
either in order to remedy violations that occur. But because this legislation im- 
poses so many radically new procedures, we believe it is preferable that there 
should be no criminal penalties, at least in the first few years of the bill's implemen- 
tation. Such penalties might have a serious freezing effect on recordkcepers' 
practices and, given the availability of effective civil remedies, are probably not 
necessary. 

In addition, it is desirable that the bill include a provision which specifies that 
financial institutions will not be liable for their good faith reliance on written 
government representations. Here, too, the goal is to minimize the chilling effect 
that such new legislation is bound to have. 

COVERAGE OF GOVERNMENT AUTHORITIES 

H.R. 214 does not, as currently written, applj' its protections to state and local 
authoriti&s or to Congressional access to records. In order to provide uniform rules 
regulating government access and to give meaningful protection to the right of 
privacy created b.v the legislation, our proposal includes these other authorities. 
We believe that whenever an arm of the government obtains personal records, 
the same philosophical basis for protecting privacy logicallj' applies. Accordingly, 
we believe that the same procedural right should be granted to customers whose 
records are sought by state and local law enforcement authorities and by the 
Congress. 

EXEMPTIONS 

Let me now turn to the subject of exemptions—those areas to which, in our 
judgment, the provisions of this privacy legislation should not apply. These areas, 
by and large, are ones where unimpeded access to financial records is so important 
that no change in existing procedures should occur. 

First, we believe very strongly that the provision of privacy legislation should 
not apply to the federal grand jury process. 

The federal grand jury is the constitutionally prescribed mechanism, in the 
federal criminal justice system, for investigating and bringing felony charges. So 
criticol is it to safeguard this process from litigious interruption and crippling 
delays that the Supreme Court has repeatedly held that the grand jury process 
should not be hampered with minitrials, evidentiary hearings and other cumber- 
.some procedures. For example, it is settled law that even the victim of an allegedly 
unconstitutional search and seizure under the Fourth Amendment, who certainly 
would have standing at trial to challenge the introduction of the seized evi- 
dence, nevertheless mav not be heard to protest its introduction and use before 
the grand jury. Uniled Slates v. Calandra, 414 U.S. 338 (1974). Since the statutory 
rights to pro-notification and standing that would be created by any statute in 
this area cannot purport to rest on any greater privacy footing than a claim of 
an unconstitutional search and seizure, "(compare United States v. Miller, 42.5 U.S. 
435 (1976), it would be anomalous and would lead to inconsistent results if federal 
grand juries were subject to the requirements of any new law. 
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In addition to the unique legal and constitutional position which the federal 
grand jury occupies, it is protected by rules seeking to insure the secrecy of its 
proceedings. Expanded notice and challenge rights in the "grand jury context 
could seriously jeopardize its traditional secrecy and, in so doing, pose an unin- 
tended threat to the privacy rights of individuals being investigated. Furthermore, 
federal grand jury subpoenas are not issued randomly and are already subject to 
the supervisory authority of district courts which can wield their contempt and 
remedial powers to deter or punish any abuse. 

Finally, the legislation in this area represents an experimental procedure with 
uncertain impact on legitimate law enforcement activities. It is appropriate to 
confine the initial application of these provisions to those avenues of legal process 
utilized in law enforcement which are not as integral to criminal procedure or as 
constitutionally rooted as the grand jury. After an initial period in which the 
provisions of this legislation can be studied, modifications, if needed, can be made. 
We note that, presumably for the foregoing reasons, grand juries are exempted 
from a similar Senate bill, S. 2096. 

A second exemption wc advocate is when access to records is sought for the 
purpose of conducting foreign counter—or foreign positive—intelligence activities 
or when access is sought by the Secret Service for the purpose of carrying out its 
protective functions. 

In such cases even notice after the fact could gravely impair those functions. 
In the relatively infrequent occasions when records are requested for these pur- 
poses, the government agency, allowed to conduct such activities, should be able 
to gain access to records bj' presenting to the recordkeeper a certification that the 
exempt purposes are present. The recordkeeper should then be prohibited from 
notifying the customer of the request for or disclosure of records. 

Third, since the purpose of the proposed legislation is to protect individual 
privacy, the provisions of any bill should not apply when records are sought by 
the government in connection with an investigation or proceeding, such as a civil 
rights "redlining" investigation, directed at the recordkeeper institution itself. 
In these cases, whatever privacy right an individual might have is far outweighed 
by the enormous costs and other burdens of having to give hundreds of thousands 
of individuals notice and standing. Where the recordkeeper is the subject of an 
investigation, abuses may be avoided by requiring the government to submit a 
sworn statement that records are being inspected for that purpose and by pro- 
hibiting the government from using such records against any individual customer 
without following the notice and challenge provisions of this legislation. 

While there are other modifications and provisions which we suggest, I have 
Ijriefly reviewed the most important parts of our proposal. Although I realize that 
the provisions I have referred to are numerous and complex, this is an area which 
lends itself to complexity. There are, as this Subcommittee is sell aware, simply 
no easy answers here, no shortcuts to finding the appropriate accommodation 
of two concepts as important as privacy protection and effective law enforcement. 

Mr. Chairman, the proposals that we are making are the result of a great 
deal of study and careful balancing of the interests involved. While we realize 
there may be other ways to accomplish the ends we propose, it is of paramount 
concern to this Department that any modification does not disrupt this balance 
in such a manner that effective law enforcement will l)e impaired. 

We appreciate the hard work your Subcommittee has devoted to this suVjject 
and we hope to assist you in any way we can to avoid such a result and to assure 
the passage of a good privacy bill. 

I shall comment briefly on the remaining titles of the bill. 

TITLE II MAIL COVERS 

Title II of H.R. 214 is in many respects like 39 C.F.R. § 233.2, the postal 
regulation applicable to government mail covers. Summarized very briefly, 
Title II would permit mail covers to be maintained for certain periods of time 
when good cause exists to believe that such covers are necessary in investigating 
felony cases or in locating fugitives. Within no more than ninety days after the 
termination of any mail cover (absent special findings by a federal court), persons 
whose mail was subject to the covers would be notified thereof, and also of the 
dates involved and the purposes of the covers. The chief postal inspector would 
be required to make annual reports to the Congress, in detail, concerning mail 
covers. A Federal or State employee who initiated a mail cover contrary to law 
would be subject to civil suit for damages. 
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Under existing regulations the Postal Service exerts "rigid controls and super- 
vision" over mail covers. 39 C.F.R. 233.2(a). Mail covers are authorized in the 
interest of national security, locating fugitives, and obtaining evidence of the 
commission or attempted commission of felonies. A request to the Postal Service 
by a law enforcement agency must stipulate and specify "reasonable grounds that 
exist which demonstrate the mail cover is necessary" to further one of the purposes 
for which a mail cover is authorized. 39 C.F.R. 233.2(d)(2) (ii). The regulation 
provides centralized control over mail covers; and, of course, the usual restrictions 
against breaking mail matter apply. 39 C.F.R. 233.2(f). There are a number 
of other provisions in the regulation that are comparable to provisions (not 
summarized  above)  of the proposed legislation. 

Except for the omission in the bill of foreign intelligence and counter-intelligence 
investigations as a basis for mail covers—which we regard as a serious deficiency— 
the Department has no major objection to this title, which would essentially 
codify the standards set forth under the existing postal regulations. However, we 
point out that there are certain disadvantages which may arise as a consequence 
of codification of the regulation. It has been held that the exclusionary rule does 
not apply to bar the admission of evidence at trial when obtained through the 
use of a mail cover conducted in good faith but not entirely in keeping with the 
regulations. United States v. Schwartz, 176 F. Supp. 613 (E.D. Pa. 1959), aff'd on 
other grounds, 283 F. 2d 107 (3rd Cir., 1960), cert, denied, 364 U.S. 942 (1961); 
see also UniUd States v. Leonard, 524 F. 2d 1976, 1088-1089 (2d Cir. 1975); 
United States v. Beckley, 335 F. 2d 86, 90 (6th Cir. 1964, cert, denied, 380 U.S. 
922 (1965). The issue in general whether violation by an agency of its regulations 
should lead to suppression of evidence will apparently be decided by the Supreme 
Court in its next term. See UniUd StaUs v. Caceres, 545 F. 2d 1182 (9th Cir. 
1976), cert, granted, June 5, 1978. The Postal Service may also have comments 
on Title II. 

TITIiE III—AMENDMENTS TO CHAPTER 119, TITLE 18, UNITED STATES CODE 

There are four aspects to this title. First, the title would spell out the interception 
actions that a common carrier of communications could take in the interest of 
maintaining or improving service or in order to protect against theft of service. 
Second, the bill would amend 18 U.S.C. 2516(1) (c) to allow for applications for 
interception orders in cases involving possible violation of 18 U.S.C. 1343 (wire 
fraud). Third, the bill would amend 18 U.S.C. 2512 and 2513 to make those sec- 
tions applicable to theft devices as well as to intercepting devices. Finally, the 
bill would drop the limiting adjective "aural" from the definition of "intercept" 
in 18 U.S.C. 2510(4). 

Existing law limits the service observing and random monitoring practices of 
communication common carriers to mechanical or service quality control checks. 
18 U.S.C. 2511(2)(a)(l). This provision would be replaced under the bill. In 
doing so, "supervisory observing" practices would be limited, in part, by a require- 
ment that the carrier's employees be given prior notice of the likelihood of the 
interception, and that such interceptions be conducted only for training purposes 
or for the evaluation of employee performance. 

Being most knowledgeable in this area, the communication common carrier 
should be required to justify the practices to be endorsed in legislation. At the 
same time, the employees subject to possible "supervisory observing" interceptions 
would seem to have such an interest in the matter as to make their assessments 
pertinent. Thus, we believe that a mutual agreement lietween employees and the 
carriers regarding the practices would represent the most apt authority for 
"supervisory observing interceptions. See Electronic Surveillance: Report of the 
Commission for Review of Federal and State Law Relating to Wiretapping and 
Electronic Surveillance, 29, 119 (1976). Accordingly, we recommend that the bill 
authorize "supervisory observing" interceptions (as defined therein) to the extent 
such practices are permitted pursuant to agreement between the carriers and 
employees. 

With regard to the second and third aspects of this title, the Department sup- 
ports the inclusion in 18 U.S.C. 2516(1)(c) of offenses under 18 U.S.C. 1343, as 
well as the enlargement of 18 U.S.C. 2512 and 2513 to cover theft of services 
devices. 

The final purpose of the title is to expand the scope of the wiretap statutes from 
the current prohibition covering only "aural acquisition" of "wire or oral" com- 
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munications, 18 U.S.C. 2510, 2511, by deleting the modifier "aural". Apparently, 
the purpose is to cover, among other things, interception of data transmissions by 
wire or microwave between computers. Given the enormous amounts of personal 
and business information that can l)e transmitted in this manner, the Department 
of Justice agrees that the need to protect personal privacy and the security of 
business transactions makes this change desirable^ Accordingly, the Department 
of Justice supports expansion of Title III prohibitions to cover all forms of elec- 
tronic information transmission. 

We point out, however, that deletion of the word "aural," without more, 
might sweep beyond this desirable goal to criminalize conduct that should not be 
subject to penal sanctions. For example, if "aural" was deleted, the statute would 
extend to the use of any kind of "device" (arguably even ordinary reading glasses) 
to examine toll records or trace telephone calls, forms of activity clearly not 
intended to be covered by these statutes. See S. Rep. No. 1097, 90th Cong., 
2d Sess. 91 (1968). As a further example of potential overbreadth if "aural" alone 
were to be deleted, the statute might then proscribe the use of a mechanical 
filing system to retrieve information previously sent by wire. Since a violation of 
the wiretap statutes carries serious consequences, including criminal penalties 
and a prohibition on use of the information in court or otherwise (see 18 U.S.C. 
2511(l)(d), 2515), we are concerned that any expansion of these statutes be 
carefully considered and tailored to cover only those types of interception that 
pose a genuine threat to privacy comparable to the "aural acquisition" of the 
contents of wire or oral communications now covered by the law. 

Accordingly, whUe favoring expansion of the wiretap statutes to encompass 
non-aural acquisitions of communications involving computers or transfers of 
symbolic or other information between persons oi information processing facilities, 
we recommend that the Committee act to avoid the potential overbreadth prob- 
lems discussed. 

REMAINING TITLES (IV  AND  V) 

Titles IV and V deal with the issues of criminal penalties and application of 
the bill to Congress. As previously noted, we differ with the judgments reflected 
therein that criminal penalties are appropriate for Title I violations, and with 
the exemption of Congress from the legislation. 

TITLE XI—RIGHT TO FINANCIAL PRIVACY ' 

SEC. 1100. This title may be cited as the "Right to Financial Privacy Act 
of 1978". 

DEFINITIONS 

SEC. 1101. For the purpose of this title, the term— 
(1) "financial institution" means any bank, savings bank, industrial loan 

company, trust company, savings and loan, building and loan, or homestead 
association (including cooperative banks) or credit union oiganized under the 
laws of, or having its principal place of business in, any State or the United States. 

(2) "financial records" means any original or any copy of any record held by a 
financial institution, containing information pertaining to a customer's relation- 
ship with the financial institution, that individually identifies the customer of 
that institution; 

(3) "government authority" means the Congress of the United States, or 
any agency or department of the United States, or any State or any political 
subdivision of any State, or any officer, employee or agent of any of the foiegoing; 

(4) "State" means the several States, the District of Columbia, the Common- 
wealth of Puerto Rico, the Virgin Islands, Guam, American Samoa, the Trust 
Territory of the Pacific Islands, and any other territory or possession of the 
United States; 

(5) "person" means an individual only and does not include a partnership, 
oorDOration, association, trust, or any other form of legal entity; 

(6) "customer" means a person who utilized or is utilizing any service of an 
office of a financial institution, or for whom a financial institution is acting or has 
acted as a fiduciary, in relation to an account maintained in the person's name; 

•This proposal represents the combined views of the Departments of Justice and the 
Treasury. 
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(7) "supervisory agency" means, with respect to any particular financial insti- 
tution, any one or more of the following which has statutory authority to examine 
or regulate such institution— 

(A) the Federal Deposit Insurance Corporation; 
(B) the Federal Savings and Loan Insurance Corporation; 
(C) the Federal Home Loan Bank Board; 
(D) the National Credit Union Administration; 
(E) the Board of Governors of the Federal Reserve Sjrstem; 
(F) the Comptroller of the Currency; 
(G) the Securities and Exchange Commission; 
(H) any State banking or securities department or similar agency; or 
(I) the Secretary of the Treasury, with respect to the Bank Secrecy Act 

and the Currency and Foreign Transactions  Reporting Act  (Public Law 
91-508, Title I & II); and 

(8) "law enforcement" includes administration or enforcement of any criminal, 
civil, or regulatory statute or any regulation, rule, or order issued pursuant thereto. 

CONFIDENTIALITY   OP   RECORDS GOVERNMENT   AUTHORITIES 

SEC. 1102. Except as provided by sections 1103, 1112, 1113, and 1115, no 
government authority may have access to or obtain copies of, or the information 
contained in, the financial records of any customer from a financial institution 
unless the financial records are reasonably described and— 

(a) such customer has authorized such disclosure in accordance with sec- 
tion 1104; 

(b) such financial records are disclosed in response to an administrative 
subpoena or summons which meets the requirements of section 1105; 

(c) such financial records are disclosed in response to a court order, other 
than a search warrant or federal grand jury subpoena, which meets the re- 
quirements of section 1106; 

(d) such financial records are disclosed in response to a search warrant which 
meets the requirements of section 1107; or 

(e) such financial records are disclosed in response to a formal written re- 
quest from a government authority which meets the requirements of section 
1108. 

CONFIDENTIALITY   OP   RECORDS FINANCIAL  INSTITUTIONS 

SEC. 1103. (a) No financial institution, or officer, employee or agent of a finan- 
cial institution, may provide to any government authority access to, or the infor- 
mation contained in, the financial records of any customer except in accordance 
with the provisions of this title. 

(b) Every financial institution shall, within one year after the enactment of this 
title and yearly thereafter, notify its current customers of their rights under this 
title. 

(c) Nothing in this section shall preclude any financial institution, or any officer, 
employee or agent of a financial institution, from providing to a government 
authority information that such institution, or officer, employee or agent, be- 
lieves may he relevant to a possible violation of any statute or regulation. 

CUSTOMER   AUTHORIZATION 

SEC. 1104. (a) A customer may authorize disclosure under section 1102 (a) if he 
furnishes to the financial institution and to the government authority seeking 
to obtain such disclosure a signed and dated statement which—• 

(1) authorizes such disclosure for a period not in excess of three months; 
(2) states that the customer may revoke such authorization at any time 

before the financial records are disclosed; 
(3) identifies generally the financial records which are authorized to bo 

disclosed; and 
(4) specifies the government authority to which such records may be dis- 

closed. 
(b) No such authorization shall he required as a condition of doing business 

with such financial institution. 
(c) The customer has the right, unless the government authority obtains a 

court order as provided in section 1109(b) and (c), to obtain a copy of the record 
which the financial institution shall keep of all instances in which the customer's 
record is disclosed to a government autnority pursuant to this section, including 
the identity of the government authority to which such disclosure is made. 
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ADMINISTRATIVE SUBPOENA AND SUMMONS 

SEC. 1105. A government authority may obtain financial records under section 
1102(b) pursuant to an administrative subpoena or summons otherwise authorized 
by law only if— 

(a) such subpeona or summons is issued in order to obtain information 
which may be relevant to a legitimate law enforcement purpose; and 

(b) The notice provisions of section 1109 and the customer challenge 
provisions of section 1110 have been complied with. 

COURT ORDER OTHER THAN A SEARCH WARRANT OR A FEDERAL GRAND JURY 
SUBPOENA 

SEC. 1106. A government authority may obtain financial records under section 
1102(c) pursuant to a court order other than a search warrant or federal grand 
jury subpoena only if— 

(a) such order is authorized by law and is issued in order to obtain infor- 
mation which may be relevant to a legitimate law enforcement purpose; and 

(b) the notice provisions of section 1109 and the customer challenge 
provisions of section 1110 have been complied with. 

SEARCH WARRANTS 

SEC 1107. A government authority may obtain financial records under section 
1102(d) onl}- if it obtains a search warrant pursuant to the Federal Rules of 
Criminal Procedure or applicable State law. The notice provisions of section 
1109(d) shall apply. 

FORMAL, WRITTEN REQUEST 

SEC 1108. A government authority may obtain financial records under section 
1102(e) pursuant to a formal written request only if— 

(a) no administrative summons or subpoena authority reasonably appears 
to be available to that government authority to obtain financial records 
for the purpose for which such records are sought; 

(1)) the request is authorized by regulations promulgated by the head of 
the agency or department; 

(c) the request is issued in order to obtain information which may be 
relevant to a legitimate law enforcement purpose; and 

(d) the notice provisions of section 1109 and the customer challenge pro- 
visions of section 1110 have ijcen complied with. 

NOTICE PROVISIONS 

SEC 1109. (a) When access to financial records is sought pursuant to section 
1102(b) (administrative subpoena or summons), 1102(c) (court order other than a 
search warrant or federal grand jury subpoena), or 1102(e) (formal written re- 
quest) the government authority shall— 

(1) serve upon the customer or mail by registered or certified mail to his 
last l<nown address a copy of the process or request together with the follow- 
ing notice: 

"Records concerning your transactions which are held by the financial 
institution named in the attached process or request are being sought 
by (agency or department or authority) in accordance with the Right 
to Financial Privacy Act of 1978 U.S.C. for the following general 
purpose: 

"If you desire to oppose the disclosure of the records, you must 
within seven (7) days of the service or mailing of this notice, petition 
the appropriate Federal or state court to prohibit disclosure of the 
records and provide such court with a sworn statement of the reasons 
why you lielievc the records should not be disclosed. Otherwise, upon 
the expiration of seven days, the records sought may be made avail- 
able." ; and 

(2) concuirent with notification of the customer under subsection (a)(1), 
serve a copj' of the process or request and a notice stating the rights, obliga- 
tions and liabilities of a financial institution under this title upon the financial 
institution from which the records are sought. 
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(b) Upon application of the government authority, the customer notice re- 
quired under this section may be delayed by order of an appropriate court if 
the presiding judge or magistrate finds that: 

(1) the investigation being conducted is within the lawful jurisdiction of 
the government authority seeking the financial records; 

(2) the records arc being sought to obtain information which may be 
relevant to a legitimate law enforcement purpose; and 

(3) there is reason to believe that such notice will result in— 
(A) endangering the life or physical safety of any person; 
(B) flight from prosecution; 
(C) destruction of or tampering with evidence; 
(D) intimidation of potential witnesses; or 
(E) otherwise jeopardizing an investigation or official proceeding, or 

unduly delaying a trial or ongoing official proceeding, of the govern- 
ment authority. 

(c)(1) If the court makes the findings required in subsections (b)(1), (2) and 
(3), it shall enter an ox partc order granting the requested delay for a period not 
to exceed ninety (90) days and an order prohibiting the financial institution from 
disclosing that records have Vjeen obtained or that a request for such records has 
been made: Provided, That, if the records have l)een sought by a government 
authority exercising financial controls over foreign accounts in the United States 
under Section 5(b) of the Trading with the Enemy Act (50 U.S.C. App. § 5(b)); 
the International Emergency Economic Powers Act (Title II, Public Law 95-223); 
or Section 5 of the United Nations Participation Act (22 U.S.C. § 287(c)), and 
the court finds that there is reason to believe that such notice may endanger the 
life or physical safety of a customer or group of customers, or any pei-son or group 
of persons associated with a customer, the court may specify that the dela bye 
indefinite. 

(2) Extensions of the delay of notice of up to ninety (90) days may be granted 
by the court upon application, but only in accordance with this subsection. Upon 
expiration of tne period of delay of notification, the customer shall be served with 
or mailed a copy of the process or request together with the following notice: 

"Records concerning your transactions which are held by the financial insti- 
tution named in the enclosed, process or request were supplied to or requested by 
the government authority named in the process or request on (date). Notification 
was withheld pursuant to a determination by the (title of court so ordering) 
that such notice might (state reason) .The purpose of the investigation or official 
proceeding was (purpose)." (d) When access to financial records is sought pur- 
suant to section 1102(d) (search warrants)— 

(1) No later than ninety days after the government authority serves the 
search warrant it shall serve upon the customer, or mail by registered or 
certified mail to his last known address, a copy of the search warrant together 
with the following notice: 

"Records concerning your transactions held by the financial institution 
named in the attached search warrant were obtained by (agency or depart- 
ment) on (date) for the following general purpose:" 

(2) Upon application of the government authority, an appropriate court 
may grant a delay in the notice required in subsection (1), which delay shall 
not exceed one hundred and eighty days following the service of the warrant, 
if the court makes the findings required in section 1109(b). If the court 
makes such findings, it shall enter an ex parte order granting the requested 
delay and an order prohibiting the financial institution from disclosing that 
records have been obtained or that a search warrant for such records has 
been executed. Additional flelays of up to ninety days may be granted by 
the court upon application, but only in accordance with this subsection. Upon 
expiration of the period of delay of notification of the customer, the following 
notice shall be mailed to the customer along with a copy of the search warrant: 

"Records concerning your transactions held by the financial institution 
named in the attached search warrant were obtained by (agency or depart- 
ment) on (date). Notification was delayed beyond the statutory ninety-day 
delay period pursuant to a determination by the court that such notice 
might (.state reason)." 

(e) Within thirty days after the expiration of a delay (or each extension 
thereof) granted under this section by a court of the United States, the judge or 
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magistrate granting the delay shall report to the Administrative Office of the 
United States Courts: 

(1) the fact that a delay or extension of delay was requested; 
(2) the nature of the investigation; 
(3) the disposition of the request for delay; 
(4) the total period of time for which notice had been previously with- 

held; and 
(5) the identity of the government authority requesting the delay. 

In April of each year the Director of the Administrative Office of the United 
States Courts shall transmit to the Congress a full and complete report concern- 
ing the number of applications for extension of delay and the number of exten- 
sions granted during the preceding calendar year. Such report shall include a 
summary and analysis of the data required to be filed with the Administrative 
Office pursuant to this section. The Director of the Administrative Office of the 
United .States Courts is authorized to issue binding regulations dealing with the 
content and form of the reports required to be filed by this section. 

(f) When access to financial records is obtained pursuant to section 1112 
(emergency access), the government authority shall, unless a court authorizes 
delay of notice pursuant to section 1109 (b) and (c), as soon as practicable after 
such records arc obtained serve upon the customer, or mail by registered or certi- 
fied mail to his last known address, a copy of the request to the financial institu- 
tion together with the following notice: 

"Records concerning your transactions held by the financial institution named 
in the attached request were obtained by (agency or department) on (date) for 
the following general purpose: Emergency access to such records was obtained on 
the grounds that (state grounds)." 

(g) .\11 memoranda, affidavits and other papers filed in connection with a re- 
quest for delay in notification shall be preserved by the court and, upon petition 
by the individual to whom such records pertain, the court may order disclosure 
of such court papers to the petitioner upon a finding that disclosure would not 
have any of the effects specified in section 1109(b)(3). 

CUSTOMER   CHALLENGE   PROVISIONS 

SEC. 1110 (a) Within seven (7) days of service or mailing of notice pursuant to 
Section 1109, a customer may file a motion to quash an administrative summons 
or a court order, other than a search warrant or federal grand jury subpoena, or 
an application to enjoin a government authority from obtaining financial records 
pursuant to a formal written request, in the appropriate United States District 
Court, if the government authority is a federal government authority, or in the 
appropriate state court if the government authority is a state government author- 
ity, with copies served upon such government authority and the financial institu- 
tion. Such motion or application shall contain an affidavit or sworn statement— 

(1) stating that the applicant is a customer of the financial institution from 
which financial records pertaining to him have Ijeen sought; and 

(2) showing a factual Ijasis for concluding that the financial records are not 
sought to obtain information which may he relevant to a legitimate law 
enforcement purpose, or there has not been substantial compliance with the 
provisions of this title. 

(b) If the court finds that the customer has made the requisite showing in, 
subsection (a), it shall order the government authority to file a sworn response, 
which may be filed in camera if the government so elects. If the court is unable 
to determine the motion or application on the ba.sis of the parties' initial allegations 
and response, the court may conduct such additional proceedings as it deems 
appropriate. AH such proceedings shall bo completed and the motion or application 
decided within five (5) daj's. 

(c) If the court finds that the applicant is not the customer to whom the financial 
records sought by the government authority pertain, or that the records are being 
sought to obtain information which may l)e relevant to a legitimate law enforce- 
ment purpose and that there has been substantial compliance with the provisions 
of this title, it shall deny the motion or application, and, in the case of an ad- 
ministrative summons or court order other than a search warrant or federal 
grand jury suljpoena, order such process enforced. If the court finds that the appli- 
cant is the customer to whom the records sought by the government authority 
pertain, and that the financial records are not being .sought to obtain information 
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which may be relevant to a legitimate law enforcement purpose, or that there 
has not been substantial compliance with the provisions of this title, it shall order 
the process quashed or shall enjoin the government authority's formal written 
request. 

(d) A court ruling denying a motion or application under this section shall not 
be deemed a final order and no interlocutory appeal may be taken therefrom by 
the customer. An appeal of a ruling denying a motion or application under this 
section may be taken by the customer (i) within such period of time as provided 
by law as part of any appeal from a final order in any legal proceeding initiated 
against him arising out of or based upon the financial records, or (ii) within thirty 
(30) days after a notification that no legal proceeding is contemplated against him. 
The government authority obtaining the financial records shall promptly notify 
a customer when a determination has been made that no legal proceeding against 
him is contemplated. After one-hundred and eighty (180) days from the denial of 
the motion or application if the government authority obtaining the records has 
not initiated such a proceeding, a supervisory official of the government authority 
shall certify to the appropriate court that no such determination has been made. 
The court may require that such certifications be made, at reasonable intervals 
thereafter, until either notification to the customer has occurred or a legal pro- 
ceeding is initiated as described in subsection (i). 

(e) The challenge procedures of this section constitute the sole judicial remedy 
available to a customer to oppose disclosure of financial records pursuant to this 
title. 

(f) Nothing in this title shall enlarge or restrict any rights of a financial institu- 
tion to challenge requests for records made bj- a government authority under 
existing law. Nothing in this title shall entitle a customer to assert the rights of 
a financial institution. 

DUTY   OF   FINANCIAL   INSTITUTIONS 

SEC. 1111. Upon receipt of a request for financial records made by a government 
authority pursuant to section 1102 (b) or (c) the financial institution, unless other- 
wise provided by federal law, must proceed to assemble the records and must be 
prepared, at the end of the designated time period for bringing a customer chal- 
lenge or (if such challenge is brought) at the end of the period allowed for-such 
process, to deliver the records to the government authority. 

EMKROENCY   ACCESS 

SEC. 1112. (a) Nothing in this title shall prohibit a government authority from 
obtaining financial records upon the written representation to the financial in- 
stitution by the government authority that delay in obtaining access to such 
records would create imminent danger of— 

(1) physical injury to anj' person; or 
(2) serious property damage; or 
(3) flight to avoid prosecution. 

(b) Within five (5) days of obtaining access to financial records under this 
section, the government authority shall file with the appropriate court a signed, 
sworn statement of a supervisory oflicial of a rank designated by the head of the 
government authority setting forth the grounds for the emergency access. The 
government authority shall thereafter comply with the notice provisions section of 
1109(f). 

FOREIGN  INTELLIGENCE  AND  PROTECTIVE   ACTIVITIES   EXEMPTION 

SEC. 1113. (a) Nothing in this title (except section 1117) shall apply to the pro- 
duction and disclosure of financial records pursuant to requests from: 

(1) a government authority authorized to conduct foreign counter-or foreign 
positive-intellignce activities for purposes of conducting such activities; and 

(2) the Secret Service for the purpose of conducting its protective functions 
(18 U.S.C. § 3056; 3 U.S.C. § 202, P.L. 90-331, as amended). 

(b) In the instances specified in subsection (a), the government authority shall 
submit a sworn statement to the financial institution that the financial records are 
being sought for an exempt purpose under this title. 

(c) No financial institution, or officer, employee or agent of such institution, 
shall disclose to any person that a government authority has sought or obtained 
access to a customer's financial records pursuant to this section. 
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USE   OF   INFORMATION 

SEC. 1114. Financial records obtained pursuant to sections 1102, 1112, 111-3, or 
1115 shall be subject to the prohibitions on use, transfer or disclosure of informa- 
tion contained in present law. 

EXEMPTIONS 

SEC. 1115. (a) Nothing in thLs title (except section 1117) shall apply to any 
subpoena or court order issued in connection with proceedings before a federal 
grand jury. 

(b) (1) This title shall not apply when financial records are sought by a govern- 
ment authority in connection with an official proceeding, investigation, examina- 
tion or inspection directed at the financial institution in possession of such records. 

(2) When records are sought pursuant to this subsection, the government au- 
thority shall submit a sworn statement to the financial institution that the records 
are sought for an exempt purpose under this title. 

(3) Notwithstanding section 1114, financial records obtained pursuant to this 
subsection may not be transferred to another agency or department but informa- 
tion in such records relating to a potential civil, criminal or regulatory violation 
may be disseminated to other agencies or departments which may then seek access 
to the records pursuant to the provisions of this title. 

(e) Nothing in this title shall apply to the dissemination of any financial infor- 
mation which is not identified with or identifiable as being derived from the finan- 
cial records of a particular customer. 

(d) Nothing in this title shall apply to the making of reports or returns required 
in accordance with any statute or regulation. 

(e) Nothing in this title shall apply to the dissemination of financial information 
in accordance with the procedures set out in section 1205 of the Tax Reform Act 
of 1976 (PubUc Law 94-^55; 26 U.S.C. 7609). 

(f) Nothing in this title shall apply to the examination by or disclosure to any 
supervisory agency of financial records in the exercise of its supervisory, regulatory 
and monetary functions. 

(g) Nothing in this title shall apply when financial records are sought by a gov- 
ernment authority under the F'ederal Rules of Civil or Criminal Procedure in con- 
nection with litigation to which the government authority and the customer are 
parties. 

(h) Notwithstanding any other provision of this title, sections 1109 and 1110 
shall not apply when a government authority, by a means described in section 
1102 and for a legitimate law enforcement purpose, seeks only the name, address, 
account number, and type of account of any customer or ascertainable group of 
customers associated: (1) with a financial transaction or class of financial trans- 
actions or, (2) with a foreign country or subdivision thereof in the case of a govern- 
ment authority exercising financial controls over foreign accounts in the United 
States under Sections 5(b) of the Trading with the Enemy Act (50 U.S.C. App. 
I 5(b)); the International Emergencv Economic Powers Act (Title II, Public Law 
95-223); or Section 5 of the United Nations Participation Act (22 U.S.C. § 287(c)) 

SUSPENSION  OP  ST.\TUTES  OF  LIMITATIONS 

SEC. 1116. If any individual files a motion or application under this title which 
has the effect of delaying the access of a government authority to financial records 
pertaining to such individual, any applicable statute of limitations shall be deemed 
to be tolled for the period extending from the date such motion or application was 
filed until the date upon which the motion or application is decided. 

COST  REIMBURSEMENT 

SEC. 1117. A government authority shall pay to the financial institution provid- 
ing financial records in accordance with the procedures established by this title a 
fee for reimbursement for such costs as are reasonably necessary and which have 
been directly incurred in searching for, reproducing, or transporting books, papers, 
records, or other data required to be and actually produced. The Board of Gov- 
ernors of the Federal Reserve System shall by regulations establish the rates 
and conditions under which such payment may be made for such reimbursement. 
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JURISDICTION 

SEC. 1118. An appropriate United States District Court shall have jurisdiction 
of an action to enforce any provision of this title involving a federal government 
authority, without regard to the amount in controversy, within two (2) years of 
the date on which the alleged claim arises or the date of the discovery of such 
alleged claim, whichever is later. Each state shall confer jurisdiction upon an 
appropriate state court of an action to enforce any provision of this title involving 
a state government authority, without regard "to the amount in controversy, 
within two (2) years of the date on which the alleged claim occurs or the date of 
discovery of such alleged claim, whichever is later. 

CIVIL  PENALTIES 

SEC. 1119. (a) Any government authority, financial institution, or agent or 
employee of such institution obtaining or disclosing financial records or informa- 
tion contained therein in violation of this title is liable to the customer to whom 
such records relate in an amount equal to the sum of: 

(1) $100 (one hundred doUars) for each collective or transactional violation 
of this title without regard to the volume of records involved in each such 
violation; 

(2) any actual damages sustained by the customer as a result of the viola- 
tion: 

(3) such punitive damages as mav be allowed, if the violation is found to 
have been intentional or willful; and 

(4) in the case of any successful action to enforce liability under this sec- 
tion, the costs of the action together with reasonable attorneys fees as 
determined by the court. 

(b) Any financial institution or agent or employee thereof making a disclosure 
of financial records pursuant to this title in good faith reliance upon representations 
by anygovernment authority shall not be liable to the customer for such disclosure. 

(c) The remedies and sanctions described in this section shall be the only au- 
thorized judicial remedies and sanctions for violations of this title. 

Mr. HEYMANN. Mr. Chairman and members of the subcommittee, 
I am pleased to be here today to present the views of the Department 
of Justice on H.R. 214, the Bill of Rights Procedures Act. Title I 
of this bill, which will be the principal focus of my testimony, as the 
chairman has just indicated, would create a legally protectible privacy 
interest of an individual in the records maintained by a third-party 
recordkeeper. 

It would generally bar access by the Government to the records 
unless the individual had been notified and afforded an opportunity 
to challenge the Government's right to such access in court. 

As you Know, Mr. Chairman, the question of the privacy rights of 
individuals, with respect to records of their transactions in the posses- 
sion of third parties, nas been and continues to be a matter of consider- 
able controversy, because of the vital role that such records play in 
law enforcement. 

This subcommittee has played a crucial and important role through 
its pioneering efforts to the 94th Congress to develop workable legisla- 
tion in this area in the wake of the Supreme Court's decision in United 
States V. Miller, 425 U.S. 435 (1976), holding that the fourth amend- 
ment provides no protection to the subject of bank records owned 
and possessed by financial institutions. 

In 1976, when this Department last communicated its views to this 
subcommittee, it took the position that legislation like title I of H.R. 
214 was fundamentally misguided and unacceptable. Its view then 
was that such legislation was inherently inconsistent with important 
needs of law enforcement for ready access to financial records, and it 
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saw no way then by which such legislation could be fashioned so as 
to reconcile the dual interests of customer privacy and legitimate 
law enforcement. 

During the present session of the 95th Congress, we in the Justice 
Department have reexamined this issue and, as the chairman is aware, 
the Department has changed the position formerly taken. 

We now favor legislation incorporating the basic principles of 
title I of H.R. 214, provided that certain significant amendments are 
made to better accommodate the needs of law enforcement. Most of 
those amendments have been incorporated in the House Banking 
Committee bill which has just been reported out. 

We in the Justice Department do have the responsibility of assuring 
Americans that we are doing all that we can to enforce criminal laws 
eflfectively and to protect what we regard as necessary to law enforce- 
ment. At the same time, we are sensitive to the erosion of personal 
privacy that has resulted from advances in technology and from the 
changes in the way business is done in the modem world. 

It IS in this light we have changed the position the Justice Depart- 
ment formerly took. We now take the position that some accommoda- 
tion, very much along the lines of H.K. 214, and even closer to the 
lines of the House Banking Committee bill, is necessary. 

The Justice Department has testified on a number of bills very 
similar to title I of H.R. 214, the Banking Committee bill, S. 2096 in 
the Senate, and in the course of presenting such testimony we have 
offered a draft of legislation which incorporates all of our recom- 
mendations. 

I have attached to my statement a copy of our proposed statutory 
text. 

Our proposal broadly endorses the core principle of title I that, in 
general, an individual should be granted a statutory right of privacy 
in certain kinds of records held by third-party recordkeepers and, 
subject to appropriate exceptions, should be given fair notice that 
the Government is seeking access to these records and an opportunity 
to object in court before information is disclosed to the Government. 

These broad principles are adopted by the Justice Department as 
they are in H.R. 214. 

Now, let me refer to several major areas at least in passing. 
We believe the bill should apply only to individuals and not to busi- 

ness organizations or units. As a guiding principle, we believe that the 
provisions of the bill should apply no more broadly than necessary to 
achieve the desired result, and this leads us to the conclusion that 
they should be applicable to individuals and natural persons, and not 
to corporations and other legal entities. 

It is significant in this regard that the coverage of other statutes 
seeking to afford privacy protection, such as the Privacy Act of 1974, 
are Umited to the records of natural persons. This distinction we feel 
should be incorporated in privacy legislation such as this as well. 

As to the kinds of records covered, the proposal we wrote in re- 
sponse to other legislation covers the records of all types of depository 
institutions organized under the laws of or with their principal place 
of business locate*! in the United States or any State. 

Contrary to H.R. 214, however, our proposal does not extend to 
telephone toll records. Although we have not yet reached a final 
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judgment as to whether any or what sort of additional protection is 
needed for telephone toll records, our general view is that only some 
personal records should be covered by this new legislation. 

While there are other records which contain information such as 
that contained in financial records in which an individual should have 
a legitimate expectation of privacy, there are other records in which 
such an expectation is unwarranted. Telephone toll records may even- 
tually, in our view, fall in the protected category or not in the pro- 
tected category but the answer seems to us to be wholly unclear at 
this point. 

The President, as you know, is conducting a review that will lead 
to what I believe is called a policy review memorandum (PRM), 
and the question of telephone toll records will be discussed and con- 
sidered more extensively there. 

Mr. DRINAN. Mr. Chairman? 
Mr. KASTENMBIER. The gentleman from Massachusetts? 
Mr. DRINAN. Could I ask the witness to elaborate? 
Why is it unclear? How are they qualitatively different from the 

bank records? 
Mr. KASTENMBIER. That is a good question. That question has been 

around for a while. The issue of telephone toll records is not altogether 
that new. I know in Madison, Wisconsin, we had cases of toll records of 
individuals being sought for whatever reason by Government agents 
years ago. 

I don't see why there should be some degree of uncertainty, or what 
distinction can be made really? 

Mr. HEYMANN. I will tell you what the distinction is, in my mind, 
Mr. Chairman and Congressman Drinan. 

It's the volume of information that is potentially contained in one 
set of records versus the other. If the Government were to get my 
checkbook and read the stubs, which in effect is what happens with 
banking records, the Federal Government, or a State government, 
so that I can make the example a little bit more realistic, would get 
a quite complete picture of my life. 

Mr. DRINAN. The same information they get from the telephone 
toll records? 

Mr. HEYMANN. Congressman Drinan, local calls, for example, for 
the great majority of people, are not recorded by number, I believe. 
In other words, there is nothing in a toll record that would indicate 
any local calls. 

All that would be indicated would be the phone numbers on long 
distance calls. A relatively small part of my life and of most people's 
lives is long distance calls and, what's more, though I woula like to 
make less of this—I don't think it's an overwhelming point—less 
about the nature of a transaction is revealed by knowing a long dis- 
tance number called, than is revealed by an ordinary check that 
frequently tells what it was for, and certainly tells who was the 
receipient. 

Any number of people can be on the other end of even an identified 
phone number and the nature of the transaction is never revealed by 
a telephone toll record. So, in short, the three differences as to the 
scope of privacy interest involved are one, it's a much less full record 
of the average person's life since tolls are not, I believe, kept on most 
private, non-long-distance phone calls. 



51 

Two, even where you have a record of a lon^ distance call, you don't 
even get the name of the recipient, all you get is the name of the person 
who owns the house. And, three, you never know the nature of the 
transaction, which a bank record, or bank stub*does show. 

I think there is a difference in terms of privacy, a significant differ- 
ence in privacy. The difference might lead one to want to include toll 
records or not. My argument now is that it is a significant enough 
difference so that the House Banking Committee bill, which reaches 
only banks and credit cards, would be a good starting place. 

Mr. KASTENMEIER. On that point, ana I agree with the impHcation 
of the question of the gentleman from Massachusetts, it is obvious 
why the Banking Committee did not deal with toll records. 

Mr. HEYMANN. I understand. 
Mr. KASTENMEIER. But I rather disagree with you, I must say, 

respectfully. I think a record of long distance calls to a person at a 
given point in time or a station, even, is as revealing as the stubs of 
a check to a person or an entity with an amount in it. 

As a matter of fact, I would think in the long term that thf telephone 
calls would be more revealing. Very often financial transactions may not 
in fact, relate, especially in the national security area to anything 
recorded at all. But long distance phone calls might reveal to whom, 
what date, and whether there were a number of calls made. 

I think you could get a far more revealing picture potentially from 
that, and what I am suggesting is that it may oe that law enforcement 
agents would almost less rather give up the right to that sort or in- 
trusion than the other. 

I think they are basically analogous. You have the third-party 
telephone company, A.T. & T. and, increasingly, like most banks, 
they are much more sensitive about yielding up information concerning 
patrons, customers, than they used to be. 

As you know, 10 years ago, 15 years ago they were easily coopted, 
all of them. But within the last 10 years, even the telephone company, 
which was one of the worst in terms of being coopted, has gotten very 
tough in terms of company cooperating with the Government. 

Just like the banks it does not want to be in an antagonistic position 
with reference to its patrons. So I think, if anything, at the very 
least it is analogous. As far as toll records are concerned, I think it 
might be or could be more revealing concerning the privacy of the 
person involved, but continue, Mr. Heymann. 

Mr. HEYMANN. I would like to just react to that very briefly, Mr. 
Chairman. 

I understand the last point you are making to be an important one, 
and that is that perhaps we will find that we need a bill that protects 
the telephone company in dehvering toll records, and H.R. 214 
embodies that feeling. 

I understand the privacy aspect of telephone toll records, but I 
still feel a little bit differently than you clo about it. I don't want 
to belabor it. When I think about bank records, every doctor I see 
would be revealed by bank records, every organization I contribute 
to would be revealed by bank records, all of my political associations, 
my medical problems, any religious associations I have would likely 
be revealed by bank records. 

Long distance phone calls seem to me to be much less likely to 
reveal these things. I agree with you that there is a distinct analogy, 
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they are not in a different ballpark, there is legitimate room for dis- 
agreement, but I just wanted to state those particular privacy inter- 
ests that don't seem to me to come up in the same way. 

Mr. KASTENMEIER. I appreciate we may view that point differently. 
Thank you, Mr. Heymann. 
Mr. HEYMANN. The next matter is access through process. 
A central position of H.R. 214 is its requirement that the Govern- 

ment use legal process to obtain access to an individual's record. By 
so doing, the legislation prohibits informal access. The problem we 
have with this is that the scheme  

Mr. KASTENMEIER. Mr. Heymann, may I interrupt? 
I think Mr. Drinan has left and we do, in fact, have a vote pending. 

There are only two of us here. We can perhaps do a bit better following 
the vote. So perhaps this would be a good time to recess for 10 minut«s, 
at which time we will get back and resume. 

The committee, accordingly, will recess for the minutes. 
[A short recess was taken.] 
Mr. KASTENMEIER. The committee will come to order. 
That vote, incidentally, was on whether or not to impeach the 

Ambassador to the United Nations, or to put it another way, whether 
to look forward to political trial of our dissident Andrew Young. To 
the surprise of everybody, the motion failed. 

Mr. Heymann, would you please continue where we left off? 
Mr. HEYMANN. Mr. Chairman, with your approval, I think I will 

proceed quickly through the remainder of my statement, pointing 
out mainly the major changes and the major issues as we go through, 
because I would like very much to have some time to discuss with 
you and with any other members that are present two amendments 
that were added in the House Banking Committee that cause us some 
concern; and I would like to be able to express why it causes us some 
concern. 

Mr. KASTENMEIER. I was going to ask you about that. As a matter 
of fact, it might be useful from your perspective, as someone who is 
working with the Banking Committee and someone who is very closely 
monitoring what the Banking Committee has been doing over a num- 
ber of weeks, both the subcommittee work, markup, and the full com- 
mittee, to mention what the Banking Committee did and what your 
view of it was. 

For example, there are at least two amendments, one by Mr. Mc- 
Kinney relating to interagency transfer of records causes you diffi- 
culty, and I am not sure about the one dealing with grand jury in- 
formation, but if you could comment as broadly as you care to do so 
on the work of the Banking Committee and your own reservations, it 
would help this committee. 

Mr. HEYMANN. Would you prefer that I do that first, or after run- 
ning through the provisions of^ the bill, Mr. Chairman. Do you think 
now is an appropriate time, or would you rather later? 

Mr. KASTENMEIER. I suppose, logically, you might run through the 
provisions of the bill first. 

Mr. HEYMANN. I will do so quite quickly. 
Where we were at the break, Mr. Chairman, was discussing the 

requirement that banking records and whatever other records are cov- 
ered be obtained only by process. This requirement has the problem 
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records have the right of process. 

For example, the Federal Bureau of Investigation has no admin- 
istrative summons power. We have proposed dealing with this and 
the Banking Committee has adopted our proposal—and it seems to 
me quite ingenious, and I had nothing to do with creating it—a formal 
request which, in effect, guarantees the bank or the holder of whatever 
records are involved that no action can be taken against it for vol- 
untarily delivering the records. In other words, we have recommended, 
and the Banking Committee has adopted, a provision which simply 
is a formal request to the holder of records that immunizes the holder 
of records from any liability, civil or criminal, for delivering the rec- 
ords, but does not require the delivery of the records. 

We rely on cooperation. Of course, it requires—Mr. Pauley cor- 
rectly reminds me—all the notice provisions that would be required 
for an administrative subpena or any other form of complusory 
process. It has all the protections; it simply doesn't have the coercive 
power. It seems to me quite a nice solution. 

Mr. KASTENMEIER. On that point, are you informed as to whether, 
for example, banking institutions might take a position that they 
would not comply without a more formalized way of proceeding? In 
other words, this may be an empty provision if, in fact, the banks 
collectively decide, "No, we want to be served with the proper papers," 
and would not comply with an informal request. 

Do you not have that possibility? 
Mr. HEYMANN. I think we, quite franklj^, regard this as a provision 

necessary for law enforcement purposes; in other words, we would 
like—and believe it is necessary—for agencies like the FBI to be able 
to obtain bank records, as they have been, after a whole new set of 
privacy procedures are imposed on them. 

To do that, we need this kind of formal authorization. We want it 
because banks may withhold the records otherwise; but along with 
giving us what we need for law enforcement, we are accepting, and 
indeed inviting, substantial privacy protections in that case as in 
every other. We have to give notice; there has to be an opportunity 
to object; a judge has to rule on it if there is an objection. 

Mr. Pauley would like to add something to that. 
Mr. PAULEY. Banking associations were contacted on this question 

and the word we received was that they were satisfied that as drafted 
this would protect them against any subsequent possibility of civil 
liabiUty, and therefore, their reluctance based upon those grounds to 
turn over records once a customer had exhausted his rights should be 
adequately dealt with; and we will simply have to rely, as we do now, 
on the cooperation of banks once proper legal procedures have been 
complied with to help us in our law enforcement efforts. 

But if we do not have a procedure of this kind, the net result would 
be an overuse of the grand jury system. Anytime a lead had to be 
tracked down involving third party financial records, if there were no 
formal written requests procedure available to the FBI and to a 
number of other law enforcement agencies, they would be compelled 
to ask the U.S. Attorney to convene a grand jury investigation of the 
matter, so as to be able to utilize the grand jury subpena as the method 
of obtaining those records. We don't think that is a desirable result, 
and that is part of the reason why this other procedure was developed. 
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Mr. HETMANN. On notice, Mr. Chairman, there are two exceptions 
to the general requirement that the subject of the records be advised 
whenever appHcable third-party records are being turned over. One, 
of course, is in the unusual emergency circumstance, a kidnapping, an 
immediate bomb threat, somethmg like that, where we feel we nave 
to be able to act immediately and then afterwards go through the 
formal procedures—a very narrow and exceptional category. 

A broader category is one where giving notice is likely to result in 
any of four or five dangers. In those cases we recommend that a judge 
be allowed to delay notice. Those four or five circumstances are not 
only danger to life or physical safety but also an occasion when 
givmg notice would lead to the subject fleeing from prosecution, 
destroying evidence, attempting to intimidate witnesses, or in any 
other way jeopardizing an mvestigation, not at all unlikely circum- 
stances to occur, certamly not the general rule, but not very unusual. 

Along with notice, the customer of the banking institution or the 
subject of whatever records are involved has to have an opportunity 
to challenge. We have felt it important to try and get that challenge 
carried out in a short period of time and to direct judicial officers to 
respond to the challenge in a short period of time. 

One of the things that has worried us most on the law enforcement 
side is the possibility of any procedures in a privacy bill being used 
for no other purpose than to delay. Delay is a problem in the entire 
law enforcement area that we all want to take seriously, and we all 
do take seriously. 

In our proposal, we give the customer the burden of going forward 
and seeking to stop the revelation of whatever records are being sought. 
I don't myself regard that as crucial, one way or the other. Some 
experience with the Tax Reform Act led us to think that if we had 
the burden, there would be too many frivolous objections. I don't 
think that is a major point one way or the other. 

We similarly thmk, for reasons of making sure that these privacy 
Protection provisions are not used as a device for delay, something 

as to be done to make sure that there isn't an interlocutory appeal 
that can be taken. Our proposed bill and the bill passed by the Banking 
Committee require appeals to be delayed and not taken immediately. 

We also would allow in-camera inspection of the Government's 
response to a customer challenge in appropriate circumstances where 
some showing is made. There our desire is that the procedures not be 
turned into a device for pretrial discovery. There is discovery, but 
limited discovery, in criminal areas and I think as a general rule 
that procedures always have to be examined to determme whether 
they will be used to expand what is currently a relatively narrow 
discovery right in criminal trials. 

I am going to skip, Mr. Chairman, the subject of use of information, 
a transfer of information, because I want to return to these subjects 
in terms of the bill reported out by the House Banking Conmiittee. 

We have provisions on penalties which are somewhat different than 
the ones in H.R. 214. I don't think these are significant. We urge the 
coverage of State authorities as well as Federal authorities, simply as 
a matter of the logic of privacy. No one can. feel very much privacy 
if half the governmental authorities have access to his or her records 
and the other half don't. •. 
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In the exemption area, I know that the chairman has written a 
letter to the Barring Committee, describing a concern about any 
inclusion of the Federal grand jury, and the grand jury provisions 
were largely omitted. The extent to which they were mcluded in the 
bill ordered reported out by the Banking Committee is the second 
subject I would like to close on, a major subject. 

We feel it is important that there be special provisions for counter- 
intelligence and national security matters. That is included in the 
Banking Committee bill. I think those are the major places that we 
may have diflFered with the chairman's initial bill. 

The next two titles of your bill I think I could leave to our written 
statement—on mail covers and on the expansion of the wiretap statute. 
Both of them we agree with in principle. On one of them we are 
worried about the drafting involved. 

If I may, I would like to turn, unless the chairman has anything 
specific  

Mr. KASTBNMEIEB. NO; please continue. 
Mr. HEYMANN. TWO amendments were added in the House Banking 

Committee, one by Mr. McKinney and one by Mr. Mattox, Mr. 
Chairman. The broader amendment picks up a provision from the 
original H.R. 214 dealing wnth access to records and the transfer of 
records. The narrower is, I believe, a newly written provision by Mr. 
Mattox dealing vrith access to subpenaed materials. 

It would probably be better to begin with the broader one, which is 
the one that deals with access. We have three sorts of problems with 
each of these provisions, Mr. chairman. 

We agree in principle that any privacy bill has to worry about 
access and what is done with recorcls, and we agree in principle that 
there should be an access provision. We don't agree tiiat anything 
should deal wth subpenaed records at all separately in this bill, because 
the grand jury is not included. But our objection is not one of principle. 

Our objections to Mr. McKiimey's and Mr. Mattox' amendments 
are largely to the drafting and to the consequences of them, but they 
are more than technical objections. It would be deceptive if I suggested 
they were technical. We have substantive objections. 

We would happily offer our own versions if there were an oppor- 
tunity to deal with the objections I am about to describe. I think the 
most useful thing is to describe what the problem we see is. 

Let's begin with the broad provision witn regard to access. It states 
that in the Banking Committee bill financial records obtained pursuant 
to title XI of the hill "shall not be used or retained in any form for 
any purpose other than the specific statutory purpose for which the 
records were originally obtained." In short, the financial records 
obtained under this bill cannot be used or retained in any form for 
any purpose other than the specific statutory purpose for which the 
records were originally obtained. 

It has another clause that is troublesome to us, but I think it would 
be most helpful if I just focused on that one. 

There are practical problems with any such provision. If the SEC 
obtains financial records pursuing a stock violation and finds records of 
a payoff to a State legislator or to a foreign government, it seems to 
us to be most natural and most convenient that those records which 
reveal another crime, a crime at least as serious as the one the SEC was 
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pursuing, be available and be made immediately available to the proper 
agency—in that case it might be within the SEC or it might be in the 
Justice Department—charged with investigating the crime that is 
revealed by records which were properly obtained. 

This is just a specific application of a very general principle in the 
law of pnvacy. The general principle which comes first from the 
fourth amendment is that what Government personnel fairly see, 
legally see, legally obtain, can be used for any law enforcement pur- 
pose. That is the general principle. There is not inherent reason 
why it has to be applied here except for the reasons I am about to 
state, but it is the general rule. 

The first reason why I think it ought to be applied here is that there 
are, at a minimum practical problems with requiring some form of 
elaborate resubpena procedure to be used when the SEC or the Anti- 
trust Division obtains information that is properly obtained, in full 
compliance with the requirements for access, but information that is 
obviously relevant to another criminal allegation. 

It is not even clear to me, on the face of the bill as it is currently 
written, that it would be proper for the agency obtaining the informa- 
tion to notify the other agency or another section that that second 
agency or section should go about obtaining it by subpena. I am told 
that the legislative history of the provision, the discussion that went 
into it when it was first submitted, would make that clear. But even 
if it makes it clear, it imposes on us what we think is an unnecessarily 
burdensome process. 

I want, though, to make a broader point. There are general statutes 
which this Congress has passed to deal with the handling of records 
within the executive branch in order to guarantee privacy. An amend- 
ment such as Mr. McKinney's departs from those statutes, with two 
consequences: One, it amounts to piecemeal legislation which requires 
us to h andle diflFerent sets of materials differently internally. It means 
that we are going to have to watch all our sets of materials and see 
which come from what sort of process, handle some in connection 
with the Privacy Act, some in connection with title XI of the Bank 
Reform Act, some in connection with another statute—all this without 
any showing that the Privacy Act is inadequate. 

My first two points, then, are that it does create administrative 
difficulties, in the sense that it requires us to go through burdensome 
steps unprecedented elsewhere in the law to use evidence plainly ob- 
tained in full compliance with privacy considerations just for another 
crime. 

Second, it starts to create piecemeal exceptions to a general statute 
recently passed for access within the Government to documents ob- 
tained, the Privacy Act of 1974. And, third—and this is the one I feel 
embarrassed to say, but I feel strongly about—it picks up the most 
recent addition to protected categories, in this case bank records and 
credit card records, an addition that we agree should be made, but 
certainly not the most compelling private documents, not medical 
records, not even the business records of an individual; it picks up the 
most recent additions—something that should be protected, but that 
is not the most compelling case for protection—and gives them a fuller 
measure of protection than any other record. 
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Not only does it do this, not only does it do it to types of record 
that will be the newest addition to the privacy category, and a type 
of record that is somewhat less sensitive than other things that have 
long been in the privacy category, but also it does it for a category of 
people that are not the ordinary criminal. 

We are dealing with the type of criminal, the type of alleged viola- 
tion, that takes place among wealthy people. We are dealing with 
bank records, credit card records, maybe telephone records, and so 
we are dealing generally with white-collar crime. We are not dealing 
with street crime; and we are saying that white-collar crime records— 
the records of people in a certain economic category—are going 
to get a special level of protection greater than medical records obtained 
under a subpena. 

That is my set of objections. My objections are: One, Mr. McKin- 
ney's amendment makes it diflBcult for us to enforce the law; two, it 
is going to make it difficult for us to keep our papers; three, it starts 
a precedent of piecemeal exceptions to a recently passed law for that 
veiy purpose by Congress; and, four, it gives special protection, 
without justification that I know of, and greater protection to the 
newest addition to the privacy category and to a set of records that 
seems obviously tied to a particular economic status in some way. 

I think if it is all right, I would do the same thing, quickly, with 
regard to the subpena provision and then see what Mr. Pauley would 
add to that, Mr. Chairman. Excuse my adamance on it, but I feel 
strongly on that. 

There is no other provision in the House bill which deals with 
grand jury subpenas. I suspect that we have you, Mr. Chairman, 
to thank for that, because we certainly feel it is justified and important 
that the grand jury not be handled in the same bill, for a variety of 
reasons that I don't think I have to rehearse with you. 

I suppose we can live with Mr. Mattox's subpena provision, but 
it does each of the four things that I have just described, as well as 
adding a special provision for grand juries at the later stages with 
regard to retention and use of grand jury documents whenever other 
aspects of the grand jury were excluded. 

Let me just run through it quickly, Mr. Chairman, so that I don't 
understate the difficulties when I say we can live with it. 

I think it is wholly unjustified and I would urge strongly that 
something be done to amend in this regard, Mr. Chairman. 

Again, the provision would cause us certain practical problems, but 
I think perhaps there has been too much focus on that. For example, 
paragraph 2 of the provision limits us in ways that are substantially 
greater than the limitations that were placed on grand jury evidence 
subpenaed from anybody except a banking or credit card mstitution 
under the provisions passed last year by the House in rule 6(e) of 
the Federal Rules of Criminal Procedure. 

Last year the House effected a major change in the law with regard 
to the handling of materials subpenaed by a grand jury—rule 6(e). 
It replaced the Supreme Court rule by passing its own version of 
rule 6(e). It is a major change. The rule passed last year, for example, 
with regard to paragraph 2, would allow a prosecutor who subpenaed 
documents to use those documents in presenting additional charges 
to the same grand jury. 
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In presenting additional charges to a new grand jury, a Federal 
prosecutor could, without court order if it were a Justice Department 
official, use subpena documents in a civil suit under rule 6(e). 

With court approval, any other documents can be made available 
to State officials for judicial proceedings or for investigations leading 
to judicial proceedings. 

Under rule 6(e), as amended last year, the documents can be 
handled by Federal agents in cooperation with the grand jury as long 
as we keep records of whom we entrust with grand jury materials. 

My point here can be made in a general form. I could give you 
horrible cases and say what do we do in this case—and there are 
difficult cases for us to handle—but my point is that just last year, 
rule 6(e) was passed through the Judiciary Committees by the House 
and the Senate, and the provision proposed by Mr. McKinney is 
inconsistent with it in substantial ways. 

Now as to those ways, we believe we should be entitled to use the 
evidence obtained by a grand jury subpena, but I am not bothering to 
belabor that. 

The point I want to make is that a statute has been passed—rule 
6(e), carefully, deliberately—coming out of the Judiciary Committee, 
dealing with grand juries, where we believe grand jury matters should 
be handled, and dealing consistently with these matters. 

Again, my same line of four points would be made. We think rule 
6(e) is right in what it allows us to do. We think piecemeal amend- 
ments are unwise. We think grand jury matters ought to be handled 
in the Judiciary Committee. We don't think that special protections 
greater than any other grand jury subpenaed materials should be 
given to the newest entrant, albeit a valued member, in the privacy 
categorv, and this amendment would do all of those things. 

Maybe we should give Mr. Pauley a chance to add a word. 
Mr. KASTENMEIER. Mr. Pauley? 
Mr. PAULEY. Thank you, Mr. Chairman. When Mr. Heymann 

mentioned the piecemeal quality of these amendments, I simply 
wanted to underscore that with some illustrations. Because title !XI 
of the Banking Committee's bill covers only third-party financial 
records, the amendments restricting use that were adopted would 
have some very anomalous effects. 

For example, if we obtained the same bank records, the same 
checks, not from a financial institution, which is the only thing that 
title XI of the Banking Committee's bill, or H.R. 214, for that matter, 
covers, if we did not obtain them from a financial institution but 
instead subpenaed   them  from   the   individual   himself,   then   the 
Srovisions of existing law; that is, the Privacy Act in the case of Mr. 

IcKinney's amendment and rule 6(e) in the case of Mr. Mattox's 
amendment—which allows us greater leeway in subsequent use of 
those lawfully obtained documents for law enforcement purposes 
would apply. 

The anomaly that would be created if the Banking Committees' 
amendments are allowed to take effect is that a more stringent set of 
restrictions would be applicable if the same records were obtained 
not from their individual owner but from the third-party financial 
institution that is maintaining them for its own purposes. 
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Mr. HETMANN. The exact same records will be handled in two 

different ways if this goes into effect, depending on whether we 
subpena them from the owner or from the bank. 

Mr. Chairman, that is all I have to say. I think you have been 
very indulgent. 

Mr. KASTENMEIER. Thank you, Mr. Heymann and Mr. Paulev. 
On the latter point, I take it and I am not really familiar with the 

deliberations of the Banking and Currency Committee—that Mr. 
McKinney and others must have seen or cited some abuses from 
interagency referral of such materials to elicit support of their amend- 
ment. Is that not the case? Obviously, this was directed against 
either imagined or real abuses. 

Mr. HEYMANN. Let me ask Mr. Lowell. 
Mr. KASTENMEIER. Possibly the Cointelpro operation, which was a 

wide interagency referral of materials of this sort, to the disadvantage 
of all parties? 

Mr. HEYMANN. I am sorry, Mr. Chairman. Mr. Lowell was telling 
me while you were asking your question that at the Banking Com- 
mittee meeting there was no extended debate whatsoever oi either 
amendment and there was no recitation of specific abuses. There was 
only an expression of the general concern about abuses. I missed what 
the chairman said. 

Mr. KASTENMEIER. I said a vague recollection is that the Cointelpro 
and others may have abused interagency referrals of materials relatmg 
to individuals in a manner which caused enough apprehension to 
support Mr. McKinney's amendment. I can only speculate. 

Mr. HEYMANN. I was tempted to give the committee, Mr. Chair- 
man, an example from Watergate with regard to each of these, and 
on my side I was going to give an example of the fact that at the Water- 
gate special prosecutor's oflBce we had three or four grand juries 
running at the same time, using the same records that we had obtained 
from the Committee to Re-Elect the President. 

All of this would become almost burdensome beyond belief if the 
two amendments were passed. 

As to the Cointelpro, I think there is a record of misuse of documents 
obtained in one place for nongovernmental, nonlaw-enforcement-re- 
lated purposes. I would think it was entirely appropriate that there 
be a provision such as the access provision, nothing to do \\'ith the 
grand jury, but a provision such as the access provision in any bill 
which emerged but one that—like the Privacy Act of 1974—(ulows 
a transfer of information for, and only for, legitimate law enforcement 
purposes within the jurisdiction of the agency. That would preclude 
and make illegal what was done in Cointelpro and anything like that, 
I believe. 

Mr. KASTENMEIER. A possibility, and I concede it would not be 
as egregious as the abuses which may have taken place in the Coin- 
telpro, is that even though for a legitimate law enforcement purpose 
or intelligence purposes, if one agency of the Government got another 
agency of the Government to be a stalking horse in terms of gaining 
access so it could remain in the background, never disclosed in terms 
of the ultimate demander or requirer of the material, that I think 
might be considered an abuse, at least some of the dark happenings of 
Government that Congress may be from time to tiir.3 disposed to try 
to restrict. 
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Mr. HBTMANN. Mr. Chairman, I think that is another area of 
potential abuse, but that could be dealt with by requiring notification 
to the record subject whenever records were transferred among agen- 
cies or within reasonable limits within the Government, and we 
would happily endorse such a provision and it would deal with the 
very real problem that I just identified. 

Mr. KASTENMEIER. In any event, I appreciate your comments and 
I think the Department does have a reasonable position with respect 
to the interagency transfer problem, and to the extent that you have 
not already done so in terms of Banking and Currency, if you care to 
make available to us any other amendatory language which deals 
with the problems you have cited, we would welcome such language. 

Mr. HEYMANN. Thank you, Mr. Chairman. We would like to do 
that, I am sure. 

Mr. KASTENMEIER. YOU indicated that a second exemption we 
advocate is when access to records is sought for the purpose of con- 
ducting foreign counter- or foreign positive-intelligence activities, 
et cetera. Just having been to the Rules Committee yesterday in terms 
of the Foreign Intelligence Surveillance Act, which called for warrants 
in certain cases: What is your position about attempting to make this 
area of activity conform with the foreign intelligence surveillance bill; 
that is, conform in the sense of obtaining warrants, and protecting 
American citizens, and so forth, in the field of these reports? I person- 
ally haven't given it any thought. There may be some other policy 
considerations that don't occur to me, but it would seem if we are 
going forward in the area of electronic surveillance and having very 
particular procedures prescribed for the executive branch why should 
we not do the same with reference to these activities? 

Mr. HEYMANN. One of the advantages of my position, Mr. Chair- 
man, is that I can turn a question over to Mr. Pauley, with your 
permission. 

Mr. KASTENMEIER. Surely, Mr. Pauley? 
Mr. PAULEY. I think our view was—and we did consider this quite 

carefully—that electronic surveillance is really sui generis; it is the 
most intrusive, invasive kind of technique for acquiring information, 
and it is reasonable and appropriate, I think, in that context to be 
talking about formalizing and indeed inaugurating a court-authorized 
warrant procedure with respect to that Mnd of necessary, but also 
necessarily invasive information-gathering technique. 

What we are dealing with here, as Mr. Heymann mentioned before, 
is seeking to extend nonconstitutional privacy concepts to a new^ 
category of records heretofore unprotected under current law. I just 
don't think that in terms of the comparative privacy interests involved 
that third-party financial records can be equated with electronic 
surveillance; and the reason for the exception in this context, which 
also extends to the protective functions of the Secret Service, is 
that the premise on which the bill is built, of prior notice and challenge 
in court, would virtually never be appropriate in the foreign intelli- 
gence-gathering context. 

You never want to give notice to the subject of a foreign intelli- 
gence investigation that you are, in fact, investigating him, because 
to do so will cause him perhaps to take measures that are harmful 
to the Nation. 
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Mr. KASTENMBIBR. That is also true sometimes in this area. 
Mr. PAULBT. Perhaps. 
Mr. KASTBNMEIBH. By virtue of the bill itself. You have built-in 

exceptions to prior disclosure. 
Mr. PAULET. Yes. But I think that whereas the exceptions from 

notice provision that is necessarily in the bill now for general law 
enforcement purposes would be just that, an exception, in the foreign 
intelligence surveillance area, the matter would be turned around so 
that notice would be the highly exceptional situation, and that is 
why we have exempted it and basically left that to current law. 

Finally, institutions would still be protected. They would be 
supplied under the Banking Committee's bill with a \vritten certifica- 
tion from the Government that the documents were being sought for 
an exempt purpose under the statute. And thus, once in possession 
of such a certification, they would be entitled, free of subsequent 
civil liability, to rely on that certification and turn it over to us. 

If the certification turned out to be falsified or was an abuse of 
authority, the customer whose privacy acts were invaded would have 
a right of action, but it would not be against the financial institution, 
it would be against the Government authority. 

Mr. KASTENMEIER. I have several other questions. I would first 
like to yield to my colleague from California, Mr. Danielson. 

Mr. DAXIELSON. I would like to ask the Chairman to just continue. 
I have not had the benefit of the entire presentation, and you are way 
ahead of me. 

Mr. KASTENMEIER. I will yield later if the gentleman cares to. Or 
I offer at any time if he cares to just break in with a question. 

As you have indicated in your testimony, you suggest relatively a 
small class of personal records should be covered by the legislation. 
However, the Privacy Protection Study Commission recommended 
last year that all third-party-held records dealing with financial 
services be protected by legislation similar to this. 

Can you elaborate why you take a far more limited view than this 
Commission did in terms of the extent of coverage? 

Mr. HEYMANN. I think, Mr. Chairman, that our position simply 
reflects a desire to take one step into the water at a time, while we 
get the temperature. That is reinforced by the fact that the President 
will and does, indeed, have a privacy group working on the recom- 
mendations of the Privacy Commission, and though they don't like 
to state any guidelines, we are talking about a response on an execu- 
tive-wide basis within a very few months at the latest, I think. 

I don't think one can justify treating banking records as more sen- 
sitive ultimately than a psychiatrist's records, and those are medical 
records. It's just that other kinds of records seem to us to be a rea- 
sonable next step, and one that is being studied by the administration. 

Mr. KASTENMEIER. iVnd I concede there are differences. I can 
recall, as a matter of fact, testimony, maybe Mr. Danielson does, 
certain members of the medical profession tend to feel they already 
have a privilege, and they do not want the privilege conditioned hy 
some sort of statutory access. So it becomes a somewhat more compli- 
cated matter. 

Mr. HEYMANN. It's a position the press frequently takes with regard 
to press privileges, too. 
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Mr. KASTENMEIER. At least there is some ambiguity about just 
how they feel about this. 

To clarify the proposal with respect to informal access to records, 
under your proposal, as I understand it, a third-party recordkeeper 
would remain free as under present law to ignore the written request 
if he chooses to do so. 

Mr. HETMANN. That is correct. 
Mr. KASTENMEIER. And I was trying to explore whether there was 

any possibility that the banking association would recommend to its 
individual bank members that they not comply and that they only 
comply with a formal judicial process or acuninistrative process in 
that connection and not comply with an informal request. 

I wonder whether that really isn't a potential problem with this. 
Because it appears to me, as I observed before, whereas in past years 
third-party holders were easily co-opted by the Federal Government, 
that they have become increasingly zealous protecting their customer 
and have taken a rather hard line against informal cooperation and 
compliance. 

Mr. HETMANN. I think, Mr. Chairman, it's a matter we are going 
to have to watch over time. As you have just indicated, there has 
been a change over time in the extent of voluntary cooperation. The 
proposals that are embodied in the Banking Comnuttee bill will 
eliminate one obstacle to voluntary cooperation. 

You are suggesting, Mr. Chairman, tnat it may turn out not to be 
a crucial obstacle, and there may be other reasons why the banking 
industry may not want to cooperate. If that were so, we might have 
to return and ask for some very limited form of addition to the 
executive branch's present administrative simimons powers. Only a 
very few agencies nave it. We might have to ask that summons 
power be given to one or two more agencies. 

Mr. PAULET. Could I just add something to that? 
Mr. KASTENMEIER. Yes, Mr. Pauley. 
Mr. PAULET. It is not really informal access in the sense that today's 

access is informal. What is proposed is to formalize that process in a 
way so that the financial institution, before it reached the position of 
deciding whether it would turn over the records voluntary to us, it 
would know that either the customer had not availed himself of his 
rights to challenge access, in other words, had waived those rights, 
or any challenge that he had made had been resolved unfavorably to 
the customer, so it's in that climate that the financial institution will 
be making its decision, and that is what causes us to be somewhat op- 
timistic that they will at that point and in that context choose to 
turn over the information, even though not legally compelled to do so. 

Mr. KASTENMEIER. I might say neither this bill nor any proposed 
amendments address the question of whether there should be any 
special procedures or protection situations where search warrants are 
sought for information in possession of the news media. In view of the 
controversy surrounding the Stanford Daily case, do you think first 
amendment principles suggest special protections for the members of 
the press? 

Mr. HETMANN. AS the Chairman may know, I have testified on 
this issue on the other side of the Hill. There is no question what the 
position of the executive branch has been through any number of 
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changes of adminsitration, and that is to favor special protection for 
the press. There is no record of any Federal search of a press institu- 
tion in the history of the country. There is none thiit anybody can find. 

What is more, we have special regulations that deal with the issuance 
of even subpenas to the press. I am giving you a rough figure. Perhaps 
we subpenaed information on a truly contested basis as nianv as 10 
times tnroughout the country last year or the year before. To place 
this in perspective, we have 40,000 Federal criminal cases a vear. We 
will unaoubtedly promulgate new regulations which again will express 
the executive branch's view that first amendment considerations re- 
quire special protections for the press in the area of searches as we have 
already recognized in the case of subpenas. 

We are domg a study, and I suspect this question will be decided at 
a very high level in the executive branch, as to our position on ex- 
tending protection to the press against State searches as we have urged, 
for example, with the privacy bill. We have said this should be ex- 
tended to States. 

Whether is will be done by statute and extended to States I cannot 
say at this time because it will be the subject of a major study and 
it will be decided at least by the Attorney General and perhaps by the 
President. 

Mr. KASTENMEIER. I understand. 
Do you have any reaction to the issue of whether you might have an 

adversary proceeding or to the issuance of a search warrant which is 
directed against the holder of records who are not themselves the sub- 
ject of the investigation? 

Is that not a possibility? It seems to me perhaps some of the bills 
have suggested that as a way to go. 

Mr. HETMANX. The broader category which would include the press, 
but go far beyond the press to include all holders of evidence who are 
are not themselves the subject of the investigation—let me call them 
third-party searches—will also be included in our study. We have 
asked the U.S. attorneys to come back to us with some indication of 
how many of these searches there are, whether they use any different 
standards, whether they are aware of problems involved with them. 

I would happily give the committee my own tentative reactions, 
but they are wide open while we study it. 

I don't know if any record of complaints or abuse with regard to 
third-pary searches other than in about two narrow categories have 
ever been made. One is the press, and the other is medical records and 
perhaps legal records. 

I am worried about how one would frame a broad requirement that 
we not search third parties, because I think most third parties who 
would have evidence, and again this is subject to revision in light of 
the evidence, most third parties who would have evidence are likely 
to be brothers, sisters, fathers, mothers, children of the suspect, loved 
ones, friends, and I think it's difficult, as a practical matter, to 
count on getting evidence voluntarily from such a relative or a loved 
one. 

Even as a conceptual matter I am not crazy about the idea of 
asking a father to voluntarily turn over evidence on his son, or a 
child on its parents, or a sister on a brother. I am not sure there is a 
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greater civil liberties or greater respect for privacy in asking a close 
family member to cooperate in sending another close family member 
to jail. 

Mr. KASTENMEIER. TO conclude, the Department, I take it, is 
endorsing the approach taken by the Banking and Currency Com- 
mittee with these two exceptions, notwithstanding reservations about 
the two areas of disagreement with the biU; are you, on balance, 
supporting that bill rather than opposing it in its present form? 

Mr. HEYMANN. Mr. Chairman, I think we are talking about events 
that have taken place within the last 48 hours. I am not sure we have 
an answer to that and I think we would like to return to you on that. 

Certainly we were very satisfied with the bill right up to the last 
two amendments. I think it would be better if we returned to you 
with our views in light of the two amendments. 

Mr. KASTENMEIER. The gentleman from California does not have 
any questions, so let me thank you for your testimony. It was very 
helpful. We may need to get back to you again, I suspect, before 
this is finally disposed of. 

Mr. HEYMANN. Thank you, Mr. Chairman. 
Mr. KASTENMEIER. Mr. Pauley and Mr. Heymann, we are very 

pleased to have you in your initial appearance before.our subcom- 
mittee. 

Mr. HEYMANN. It has been a pleasure to be here. 
Mr. KASTENMEIER. That concludes this morning's hearing and, 

accordingly, the subcommittee stands adjourned. 
[Whereupon, at 11:.30 a.m., the Subcommittee on Courts, Civil 

Liberties, and the Administration of Justice adjourned.] 
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Mr. KASTENMEIER. This morning we will continue hearings on 
H.R. 214, the Bill of Rights Procedures Act. 

The Committee on Banking, Finance and Urban Affairs has reported 
favorably legislation which is similar to title I of H.R. 214, and we 
are pleased to greet as our first witness this morning, Mr. Richard 
Davis, who is Assistant Secretary of the Treasury. Mr. Davis is 
chiefly responsible for the law enforcement functions of the 
Department. 

We are very pleased to have you here, Mr. Davis. You may proceed 
as you wish. 

TESTIMONY OF RICHARD DAVIS, ASSISTANT SECRETARY FOR 
ENFORCEMENT AND OPERATIONS, U.S. DEPARTMENT OF THE 
TREASURY 

Mr. DAVIS. Thank you, Mr. Chairman. I have submitted a state- 
ment to the committee and, with the Chair's permission, what I 
would like to do is summarize that statement. 

Mr. KASTENMEIER. Yes; and your prepared statement in full will 
be accepted for the record and you may proceed as you wish. 

[The prepared statement of Mr. Davis follows:] 

STATEMENT BT HON. RICHARD J. DAVIS, ASSISTANT SECRETARY OF THE 
TREASURY 

Mr. Chairman and members of the subcommittee, I appreciate the opportunity 
to appear before you today in order to present the views of the Department of the 
Treasury concerning H.R. 214, the Bill of Rights Procedures Act. While I will 
refer to the other Titles, the focus of my testimony will be on Title I of this bill. 
This Title would substantially affect the manner in which government agencies 
may obtain access to bank, credit, and telephone toll records. It would create a 
legally recognized right of individuals, corporations and other associations in 
any such records which pertain to them, but are in the possession of third parties. 

(65) 
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The general approach taken by this Title would be to bar government access to 
these records until the individual or association has an opportunity to object to 
their production and whenever such an objection is interposed, until the govern- 
ment prevails in a judicial proceeding. 

The issues of government access and privacy raised by this Title have been 
matters of controversy for some time. This is largely due to the fact that they 
appear to bring into confrontation two highly desiiable goals—the need for a 
system of government which enables its citizens to be and feel free from unneces- 
sary official scrutiny, and the need for a system of justice which protects our 
citizens against violence, assassination, corruption, fraud and other criminal activ- 
ities in as effective and efficient a manner as possible. 

Because of legitimate and deep concerns over achieving this latter goal the 
Executive Branch has in earlier Administrations simply opposed virtually all 
Sroposals such as those contained in Title I. We no longer do so. The Treasury 

>epartment has spent much time in recent months discussing this issue and, along 
witn the Department of Justice, we are prepared to support legislation incor- 
porating the principles of Title I, although we believe that certain amendments 
are essential in order to place the law enforcement-privacy goals in proper balance. 
We have not, however, come to this position because we believe that adoption of 
our proposal will be cost free for our enforcement type activities—we recognize, 
as you should, that it has the potential for a certain amount of investigative 
delay and loss and will put some added burdens on our courts and prosecutors. 
We are prepared to support this course of action instead because we believe it 
responds to a genuine need to provide added safeguards against the erosion of the 
privacy of our citizens, while meeting the essential needs of our law enforcement 
and regulatory agencies. 

As Assistant Attorney General Heymann has previously told this Subcom- 
mittee, the Justice and Treasury Departments recently have had occasion to 
offer draft legislation incorporating our position to another Committee consider- 
ing legislation similar to Title I. A copy of that draft has been submitted to this 
Subcommittee for its consideration. Before discussing the principal provisions of 
this proposal, however, I would like briefly to articulate with more specificity 
some of the underlying, and in part competing, principles and concerns which 
Treasury sought to balance in developing its position on this matter. 

First, as I mentioned previously, we accept the validity of the need to provide 
protection for financial records. It is necessary to develop more clearly stated 
rules governing access to financial records. In the mere adoption of rules greater 
discipline is introduced into the record acquisition system, reducing intrusions 
into private records which are only of marginal value to investigators. Also, we 
recognize that whatever rules are established some instances of abuse are possible. 
It is thus desirable that any proposal provide an opportunity for those instances 
to be identified and remedied. 

Second, and certainly central to consideration of this issue, is a desire in 
selecting the appropriate rules to minimize any genuine risk to the performance 
of the missions of Treasury's various agencies. Treasury currently has agencies 
with diverse responsibilities—protecting the President and Vice President of the 
United States, as well as visiting heads of State; guarding against smuggling and 
customs fraud; enforcing our tax laws; regulating national banks; administering 
laws concerning blocked assets and economic sanctions; regulating the liquor 
industry; and enforcing laws involving dumping, currency transactions, counter- 
feiting, forgery and the illegal use of firearms and explosives are just some exam- 
ples. Many of these responsibilities have special needs. As an example, in pro- 
tecting the President speed without notice to those involved is often critical. For 
all, however, it is important that any proposals recognize that undue delay may 
mean lost leads and diminished momentum. Similarly, in all cases, care must be 
taken that procedures to regulate access do not mean that in actual practice there 
is no access to information which is legitimately needed. Also, it is necessary to 
consider the reality of many criminal investigations—the risks of flight and illegal 
obstruction of inquiries and the danger to individuals in parti<Jular situations. 

Third, we believe it appropriate to minimize the impact of these proposals on 
the criminal justice system as a whole. The trial and pretrial stage—when a case is 
actually pending—has generally been the time when questions about the investi- 
gative phase were litigated. Therefore, the extent to which there is more routine 
judicial intervention in this earlier stage adds to the burdens being placed on an 
already congested judicial system. Opportunities to litigate and generate delay in 
the investigative phase also may lengthen further a process which many believe 
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already takes too long for all involved. Additionally, at a time when we are 
striving to enhance interagency cooperation and avoid duplicative efforts it seems 
desirable that an approach be avoided that routinely mandates repetitive inves- 
tigations or otherwise unnecessarily complicates our criminal justice system. We 
are not unmindful of the fact that adding too much to the burden on the various 
aspects of the criminal justice system runs the risk of lessening the speed and 
quality of justice felt by the many who get caught up in that system. 

These then, briefly, were some of the underlying concerns which we considered, 
and which we urge this Subcommittee to consider. I would now like to highlight 
some aspects of the proposal which we support. Assistant Attorney General 
Heymann has already articulated many of the key issues and we join in the state- 
ment he submitted to you last week. 

CHALLENGE   FROCEDURES 

Among the most important aspects of the Justice-Treasury proposal is a modi- 
fication of the challenge procedures from those contained in H.R. 214. We strongly 
believe that generally investigations require speedy access to records. This is 
necessary, among other reasons, so that leads can be pursued in a timely fashion 
before evidentiary trails become more difficult to follow or disappear; so that 
investigative momentum can be maintained; and so that the large volume of 
matters involved can be handled in an efficient fashion. In order to accommodate 
this need we have offered several suggestions. 

Initially we believe that the time period in which a customer may act to pre- 
vent access should be relatively short and that a time limit should be established 
by which the Judge must decide the matter. Also, it is important that appeals 
by customers from adverse rulings should not be allowed during the investigative 
phase. To do so would generate an opportunity for delay which could stymie 
particular investigations. Instead, we believe it sufficient to allow appellate reme- 
dies to be pursuedf after the completion of the investigation. Our proposals contain 
provisions implementing these proposals. 

An additional major change in this aspect of our proposal would be to place on 
the customer the initial requirement of going forward to prevent the government 
from gaining access to the customer's record. H.R. 214, in the case of administra- 
tive subpoenas and summonses, would enable someone to prevent access simply 
by objecting to the government agency. This is the same general approach taken 
in the Tax Reform Act of 1976. While experience under that statute is still in- 
sufficiently complete to provide much guidance, it does appear so far that this 
approach invites the interposition of frivolous or casual objections which accom- 
plishes no more than the generating of delay and adding to the government's 
workload. We would require more of a customer who wishes to object to govern- 
ment access. In essence we suggest that a customer be required to file with the 
appropriate court a simple affidavit and motion to quash setting forth the basis 
for the objection to the access. Of course, once the customer makes a showing 
that access may be improper, the government should have the burden of proving 
that access to the records is being sought for a legitimate law enforcement puroose. 

Other provisions in our proposal would toll relevant statutes of limitations 
while challenges are being processed; require recordkeepers to process requests 
during the notice period; and authorize in camera showings by the government. 
These suggestions are designed to avoid provisions designed to enhance privacy 
from being misused simply to generate delay or obtain otherwise unauthorized 
criminal discovery. 

ACCESS THROUGH PROCESS REQUIREMENT 

A principal aspect of H.R. 214 would prohibit all access to financial records 
except by legal process and thereby eliminate any ability to obtain "informal" 
access to such records. What this proposal fails to consider, however, is that many 
investigative agencies which have legitimate need for access to such materials 
in various of their investigations have no summons authority. If such a rule was 
adopted, the impact on Treasury agencies would be substantial. The Secret 
Service totally lacks summons power; the Bureau of Alcohol, Tobacco and Fire- 
arms has it only for tax and Federal Alcohol Administration Act cases, not for 
firearms or explosives investigations; Customs has it for most, but not all its 
investigative jurisdiction as does the Office of Foreign Assets Control; and the 
IRS lacks it for its critical internal affairs anti-corruption efforts. 
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If the requirements of H.R. 214 are unchanged many necessary inquiries— 
ranging from forgery to threats on our elected leaders to bribery of IRS 
employees—would be seriously impeded. An available alternative would, of course, 
be the earlier use of grand jury procedures where it is necessary to obtain access 
to financial records. We believe that to force such reliance on the grand jury is 
unwise. It invites abuse of the grand jury system; it means that minor matters 
which would otherwise be resolved without a grand jury inquiry will be forced 
into the system; it will adversely impact the ability of investigative agencies to 
organize their workload; and would place added and unnecessary burdens on 
both prosecutors and the grand jury. Additionally, the grand jury is not available 
where the inquiry is civil and not criminal. 

If H.R. 214, or similar legislation, is adopted either necessary administrative 
summons power should be conferred on agencies needing it or an alternative 
procedure must be created. The Justice-Treasury proposal chooses the latter 
alternative. We urge that there be a formalization of 'informal" agency access 
by requiring the use of written requests by agencies that lack summons power 
alternative. We urge that there be a formalization of "informal" agency requiring 
the use of written requests by agencies that lack summons power. These requests 
would be issued under regulations promulgated by agency heads and would be 
subject to the notice and challenge provisions of this legislation. 

Of course, third party recordkeepers would not be required to produce records 
pursuant to a written request—they would instead be permitted to do so. Like 
the Justice Department, however, our support for this procedure is based upon 
our belief that recordkeepers, who would not be liable for good faith reliance on 
government representations, would be prepared to cooperate with legitimate 
mquiries. 

EXCEPTIONS 

While accepting the general concept contained in H.R. 214, we believe that 
certain exceptions are necessary from the notice and challenge provisions. These 
exceptions are of two kinds—first from only the pre-notice provisions, and second, 
from the requirements of notice altogether. 

We beheve that delayed notice is required in several general situations. The 
first relates to emergency situations where immediate access is required if injury 
to person or property or flight is to be avoided. This exception is particularly 
important where the matter relates to an ongoing crime, sucn as the kidnapping 
situation referred to by Assistant Attorney General Heymann in his testimony. 
In these situations no impediment to immediate access should be allowed and 
notice can be provided after the fact, 

We also are concerned that in certain other circumstances provision be allowed 
for notice to be delayed until after access is obtained. This exception should operate 
in those circumstances where there is reason to believe that giving notice would (1) 
endanger life or physical safety, (2) cause flight from prosecution, (3) cause the 
destruction of evidence, (4) result in witness intimidation or (5) otherwise jeopard- 
ize an investigation, trial, or ongoing official proceeding. In these circumstances 
the government agency seeking the delay would be required to seek a court order 
authorizing it to do so. We feel strongly, however, that the opportunity for delayed 
notice where these showings can be made is important since in the everyday world 
of criminal investigations the potential for these consequences is real. While 
generally we agree that delays under this provision should be for specified time 
periods, in one circumstance we believe it important that the court have the 
authority to grant indefinite delays. This circumstance involves disclosures of 
records obtained by the Office of Foreign Assets Control in the course of its 
investigation. In these cases the owner of the account may be a foreign national— 
of, for example, Vietnam or Cambodia—and notification to the owner may also 
mean that the involved government may learn of its existence, subjecting the 
owner or those associated with the owner to risks of physical reprisal. If the Court 
finds such a risk exists, delay should be indefinite. 

In some circumstances, we believe that it is unnecessary to require even delayed 
notice. One such situation is where the information being sought is only the name, 
address, account numl^er, and type of account of any customer or ascertainable 
group of customers associated with a financial tranacation. This exception thus 
covers only what is on the account signature card—if information about actual 
transactions in the account is sought the notice provisions would fully apply. 

This exception is intended to reach two kinds of situations. First, it would cover 
those situations where a forged check or other instrument has been processed by 
the financial institution. In these circumstances the fact of the criminality is 
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apparent but this account information is necessary to pursue the inquiry. This 
would involve a relatively large number of routine inquiries now made by letter 
to banks during the course of the many forgery investigations by the Secret 
Service. To impose the notice requirement in this situation would, we believe, 
unnecessarily complicate this relatively simple process without materially en- 
hancing the privacy interests involved. 

This section would also reach circumstances where the government had infor- 
mation that an illegal transaction had taken place, but it did not know the pra- 
ticular account involved. Thus, for example, upon learning that a large amount 
of cash generated by a criminal activity had been deposited in a particular bank 
the government would be able through use of process or formal written request to 
identify the account involved. Again, however, in order to examine transactions 
in the "account the government agency would have to comply with the notice 
provisions. 

Another exception in our proposal to the notice requirement is when access to 
records is sought by the Secret Service for the purpose of conducting its protective 
responsibilities, or when access is in connection with conducting foreign counter 
or positive intelligence activities. We believe that in these circumstances even after 
the fact notice would be very harmful to the execution of these responsibilities. In 
these circumstances the agency involved would certify to the financial institu- 
tions that grounds for an exception exist and the institution would be prohibited 
from notifying its customer that access has been obtained. 

Finally, we believe that this Title need not apply when the records are being 
sought in an inquiry or proceeding directed at the financial institution itself. This 
would involve "redlining" or other similar investigations. In such a circumstance 
any conceivable privacy right of the customers involved is clearly outweighed by 
the burden and cost of giving hundreds or thousands of customers notice, standing 
and an opportunity to litigate in a case where their interest in the underlying 
case is highly sjieculative. 

MISCELLANEOUS  PROVISIONS 

As I noted above, we support the various modifications reflected in Mr. Hey- 
mann's testimony and in the draft legislation submitted to this Committee. In 
particular, we share the Justice Department's belief that information lawfully 
obtained may have legitimate uses apart from the purposes for which it was 
originally obtained. It is, we believe, unnecessary and would add unneeded 
burdens to require each agency to resubpoena the same records. We believe, there- 
fore, that this Committee should not amend the Privacy Act in this legislation. 
We are particularly concerned that H.R. 214 as drafted would prohibit the 
routine referral of investigative matters from investigative agencies to the Justice 
Department for prosecution, would inhibit the conducing of joint investigations 
and would prevent the transfer of information even when it contains evidence 
of a crime within the investigative jurisdiction of another agency. We also believe 
that this proposal should not prohibit the bank supervisory agencies from ex- 
changing information with other bank supervisory agencies since ail share a 
common responsibility. 

Our proposal also adds to the list of supervisory agencies the Secretary of the 
Treasury with respect to the Bank Secrecy and Currency and Foreign Transac- 
tions Reporting Acts. Under these laws the Secretary is required to monitor the 
compliance of financial institutions w^ith the requirements of those statutes. 
Thus, in that instance, the Secretary has responsibilities equivalent to the bank 
regulatory agencies themselves. 

Finally, we concur with the views previously expressed by the Justice Depart- 
ment concerning the penalty provisions of Title IV, the uncertainty as to the 
desirability of including telephone toll records in the current legislation, the exclu- 
sion of the grand jury, and the limiting of this proposal to natural persons and not 
to corporations and other legal entities. Similarly, we also share their view that 
Congress should not be excluded from the provisions of this Bill as is now the case 
under Title V. 

TITLES   II-III 

Title II of H.R. 214 refers to mail covers. We concur with the views expressed 
by the Department of Justice on this issue. We believe, however, that the statute 
should include as a basis for mail covers investigations conducted by the Secret 
Service in connection with its protective responsibilities. 
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Title III relates to electronic siirveillance conducted pursuant to 18 U.S.C. 
{ 2510 et. seq. As to these matters, the Treasury Department is considering 
whether to seek an added amendment to 18 U.S.C. § 2516 to include certain 
statutes enforced by the Customs Service. No decision has yet been made on this 
point by the Department. 

Title III also includes an amendment to Section 2516 which would regulate 
supervisory observing of employees. The Internal Revenue Service does do some 
monitoring of this type. We believe that this telephone monitoring is essential to 
the IRS to ensure quality control of service to the public by taxpayer service and 
collection personnel. Where telephones are clearly marked as subject to monitor- 
ing and monitoring policy is known to employees through written training ma- 
terials, their privacy interests are adequately protected. We are concerned that 
requiring duplicative special consents by employees would be impracticable be- 
cause employees might unreasonably withhold such consents and frustrate our 
quality control program. The language of the Bill should thus be clarified to 
eliminate the implication that any notice other than that contained in the training 
materials is required. 

We have no position on the other issues raised by this Title. 
This concludes my prepared statement and I will be happy to try to answer 

any questions you may have. 

Mr. DAVIS. Thank you, Mr. Chairman, Mr. Ertel. 
I think the issue that we are here discussing today, that relating to 

the privacy of financial and other records, is a very important issue. 
It is an issue that has evoked considerable controversy over a number 
of years. I think, unfortunately, in some of the controversy the issue 
has been set up as a battle of good versus evil, with various sides feeling 
that the good and the evil are in different places. We at the Treasury 
Department think that is not the way this issue should be looked at 
and analyzed because, in fact, the nature of this controversy is so 
difficult, because it does involve attempting to resolve two positive 
and two desirable goals: 

The first goal is that our citizens be and feel free from official 
scrutiny beyond that which is necessary. That is a highly desirable 
goal. 

The second is that our citizens be and feel free from the prospect 
of criminal activity, whether it be in the form of fraud, crimes of 
violence, assassination, or the like. It is important, because these are 
two desirable goals, to find some sort of balance. 

The current practices are largely, we believe, insufficient; they tend 
to provide rules and guidance for none of the parties concerned. 

In previous Congresses and in previous admmistrations the reaction 
of the executive branch has been to oppose virtually all legislation 
such as H.R. 214 on the grounds that no balance could be struck. We 
do not agree with that and we believe that a balance can be struck. 
The Treasury Department, working with the Justice Department, 
has developed a proposal which was submitted to this committee by 
Assistant Attorney General Heymann last week, and the Treasury 
Department fully supports and endorses both that proposal and the 
statement of Assistant Attorney General Heymann. 

The proposal adopts the basic premise and concept of H.R. 214 
concermng the fact tnat there is a right of privacy in financial records 
in the possession of third parties and that right of privacy attaches 
to the person whom those records are about. We beUeve, however, 
as Mr. Heymann testified, that certain amendments are necessary 
in order to put the balance, we think, in a slightly different position. 
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In coming to this position it is not because we think the proposals 
are "cost-free"—I put that in quotes—for the law enforcement 
community. It is true that I think that these proposals will involve 
some losses and some delays. We just think that the proposals that 
we put forward will minimize those and will provide for the ability 
of the law enforcement organizations to carry out their primary and 
important functions while at the same time meeting, and filling, the 
void in terms of the privacjr interest. 

Before going to the specific proposals, I just want to briefly articulate 
some of the concerns and some of the issues which we looked at in 
coming to our position. These are set out in more detail in my state- 
ment. 

First, as I said at the outset, one of our basic underljdng principles 
was the fact that rules themselves are a guard against marginal intru- 
sions which really may not be necessary and can be avoided. Also, 
in having rules, both the enforcer and the citizen will be in a position 
of knowing more fully and completely what their rights are. 

Second, we believe that any proposal should provide an opportimity 
to identify and remedy possible abuses which might develop. I say 
possible abuses because I think it is one of the unfortunate realities 
of law enforcement that with the best of systems to avoid them there 
are going to be cases at some point in which some step is going to be 
taken which will require corrective action. 

At the same time we believe it is important, that any proposals 
assure the ability of our enforcement agencies to carry forward their 
basic responsibilities and that any delays not be unnecessarily long. 
Delays themselves can cause a loss of important leads and of investi- 
gative momentum. Investigative momentum is a concept that is hard 
to explain. It is something I have seen as a prosecutor. What investi- 
gative momentum means in a good sense in terms is just the ability 
to do an investigation correctly, and I think that is an important 
consideration. 

Second, we think it is important that in creating rules we make 
sure that we are not prohibiting access to agencies which need it and 
that we are making provision for such access; and that is particularly 
important to the Treasury Department, since various of our agencies 
in some or all of their functions do not have statutory administrative 
summons power. 

Third, we think it is important that the proposals recognize some 
of the basic and unfortunate realities of the criminal justice involving 
the risks to witnesses, the risks of destruction of evidence and the like. 

Fourth, we think it is important to consider the impact of any 
proposals on the criminal justice system as a whole. We have a 
criminal justice system now which is justifiably criticized for being 
cumbersome and generating delay and being lengthy for all concerned. 
That is not in the interest, we believe, of the public; nor is it in the 
interest of all those people who are involved in the system. 

So, therefore, we think in trying to develop an approach it is 
important to try and minimize whatever impact might be felt on 
the judicial system and reduce to the bare minimum the added burdens 
placed on courts and prosecutors. 
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With these in mind, as I said, we have a^eed with the Justice 
Department in supporting the proposal submitted and described by 
Assistant Attorney General Heymann. 

Again, my statement goes through many of the points that he 
made and my stat€ment highlights some of the amendments that we 
think are important. Those amendments are in the areas of challenge 
procedures, m terms of adjusting time limits, in terms of making it 
clear that this would be an interlocutory order so that the appeal 
process would not unnecessarily delay an investigation. 

We have most significantly recommended that there be some addi- 
tional responsibility on the citizen seeking to object to agency access 
to financial records pertaining to that person to take some initial 
action. Therefore we would require in our proposal that the citizen 
file a veiy simple aflSdavit and a simple motion in court to start the 
process. It has been our experience, although the experience has been 
somewhat limited, under the Tax Reform Act of 1976, that it appears 
in many instances, where all that is necessary is an objection to the 
Government agency involved, that really not well grounded objections 
are being made and unnecessary delays are being put into the system. 
Therefore, we would require the person involved to file a relatively 
simple piece of paper and have some burden of going forward. We 
think that that would be a very important step in accommodating 
the various needs and principles that we discussed previously. 

Of course, once the person goes forward and once it is in court, 
ultimately it will be the responsibility of the Government to establish 
that this information is necessary because there is reason to believe 
that it is relevant to legitimate law enforcement function. 

A second principal point that is discussed in my statement relates 
to the need to provide for those agencies who do not have summons 
power. For the Treasury Department, that covers the Secret Service 
in all its responsibilities; that covers the Internal Revenue Service in 
terms of its very important internal affairs responsibilities, in terms of 
monitoring the problem of bribery of agents of the Internal Revenue 
Service; it covers certain aspects of the responsibilities of ATF; it 
involves certain aspects of the responsibilities of the Customs Service. 

All of these agencies in various regards do not have administrative 
summons power. Therefore, the proposal submitted by the Justice 
Department and the Treasury Department, to meet these needs, in- 
volves a formal, written request procedure which would recognize the 
formal requests and make those formal, written requests subject to 
the same procedures as the administrative summons. 

An important difference, of course, is on a formal, written request, 
even if the Government should prevail vis-a-vis the citizen the records 
pertain to, the third party who holds those records would be allowed 
to respond to the written request but would not be compelled to as 
if it were a summons or subpena. 

Mr. KASTENMEIBB. Mr. Davis, should these agencies which now 
do not have such power, be given administrative summons power? 

Mr. DAVIS. I think that in a way, from our perspective, it probably 
would be better and easier to administer if they did have summons 
power. 

One of our earlier thoughts in considering this is that merely giving 
them summons power and setting rules and guidelines as to when 
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that could be used would itself put the system of records acquisition 
into more recognized procedure. We think that it would be helpful if 
they had summons power. We recognize, however, that that involves 
a whole set of issues involving a large number of agencies where there 
will be disputes as to whether or not we want to give them com- 
pulsory summons power. We feel this alternative system is certainly 
acceptable and would be satisfactory from our point of view. 

The third main area of my statement relating to our proposals 
covers the various exceptions that we believe are important, those 
in which both delayed notice would be appropriate and those very 
limited circumstances in which no notice would be appropriate. 

One of those involves a particular Treasury concern—it relates to 
the need that there not be a notice requirement when all that is 
being sought is essentially account information—who is the holder of 
the account. We are particularly concerned because the Secret Service, 
for example, investigates check forgeries. 

I think, in 1977, they had 125,000 forged checks. Many of those 
checks will go through an account. The Secret Service will actually 
have the check but will need to get some information from a bank as 
to whose account that went through. Right now, to deal with, as I 
I say, upward of 100,000 checks, they are able to do that by a written 
form letter. 

In that situation the Service has the financial instrument involved 
and there is already a report of a forgery to that instrument. We 
think that that is a clear example where we would think it appropri- 
ate to avoid any unnecessary burdening of that relatively simple and 
not intrusive acquisition of some basic information necessary to go 
forward with this kind of investigation. 

The discussion of the other exceptions is contained in my statement. 
Another aspect that we view as important—and we do ask for an 

exception—is where the Secret Service is acting in connection with 
its protective responsibilities. We think in that situation there are 
dangers in various cases in having any notice at all; but I would 
defer for more discussion on this issue, since it is not too dissimilar 
from the discussion contained in Mr. Heymaim's previous testimony 
to my statement. 

That outlines the statement which I have submitted to the com- 
mittee as it relates to title I. 

Our positions on title II and title III are very short. On title II 
we essentially support the Justice Department position as relates to 
mail covers and largely defer to the next witness this committee is 
going to hear from the Postal Service. On title III we generally take 
no position but refer very briefly to one practice that the Internal 
Revenue Service uses in terms of supervisory observing of its taxpayer 
assistance program and its collection program where employees are, 
in fact, notified that this kind of supervisoiy observing is going on. 

That concludes my opening remarks and I would be happy to try 
and answer any questions that you or any members of the committee 
might have. 

Mr. KASTENMEIER. Thank you, Mr. Davis. 
I have a number of questions. I think I will yield to my coUeagues 

first. 
Does the gentleman from Pennsylvania, Mr. Ertel, have any 

questions? 
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Mr. ERTEL. Thank you, Mr. Chairman. I have no questions of this 
witness at this point. 

Mr. KASTENMEIER. The gentleman from Illinois? 
Mr. RAILSBACK. I think I would like to hear your questions. 
Mr. KASTENMEIER. AS to mail covers, you have very little comment 

on title II obviously. 
First of all, I should ask you, Mr. Davis, may we assume that your 

testimony reflects the position of all the constituent agencies of the 
Treasury Department, including IRS and the Alcohol, Tobacco, and 
Firearms Division? 

Mr. DAVIS. Yes; it represents the testimony of the Treasury De- 
partment and all its constituent agencies. 

Mr. KASTENMEIER. Do these constituent parts of the Treasury 
Department or the Treasury Department itself use mail covers for 
purposes of investigation? 

Mr. DAVIS. There is some use of mail covers. Now I do not have a 
number but in each of the instances the bureaus instruct their agents 
about the current Postal Service regulations and require, obviously, 
strict adherence to those. 

Mr. KASTENMEIER. The reason I ask is, while the Postal Service will, 
of course, address itself to this, the Treasury Department may be in a 
diflFerent position. Indeed, the Justice Department may be in yet 
another position. The Postal Service not only for its own purposes uses 
mail covers, but surely it has to administ«r mail covers, so it has special 
responsibilities. You don't have that. You would be a user of the tactic, 
presumably, and would have possibly a different point of view from the 
Postal Service. 

Mr. DAVIS. We only would have the one responsibility and that is 
why generally we feel that we can work with the current postal regula- 
tions from a user point of view. We do not have an objection to the 
proposals contained in H.R. 214, but as a general matter, since the 
postal authorities are the ones that have the ultimate responsibility 
for assuring that any system is properly implemented, we would 
generally defer to them on the details of that issue. 

Mr. KASTENMEIER. DO you believe H.R. 214, as amended by your 
proposed suggestions would be a preferable means of handling the pri- 
vacy if third-party-held records to the present privacy provisions of 
the Tax Reform Act of 1976 on a comparative basis? 

Mr. DAVIS. Here I am going to draw a little bit of a distinction 
between IRS and the rest of Treasury. IRS right now is doing its own 
study of the comparison because they are just concerned over the 
fact of having just switched to the Tax Reform Act, whether it is 
desirable to now switch to a new system if this bill or a similar bill is 
enacted. Generally, however, Treasury beheves that this is a better 
system and we all believe, including the IRS, that an important im- 
provement in this system is the fact that it places some initial re- 
sponsibility—and we don't feel it is a very heavy burden but some 
initial responsibility—on the individual citizen to go fon*'ard and file 
a relatively simple form of affidavit. We believe and hope in that way 
that the casual objector—the one who because he gets a letter that 
says if you object, something won't happen, without thinking about it 
really just says, "I object"—can be avoided. 
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We are not sure that any sj^tem avoids the planned, frivolous 

objection. By that I mean if somebody really, with the design of 
delaying an investigation, wants to do everything that person can— 
and that happens in some criminal investigations—probably they 
could file the motion just simply. But, we tnink that our proposal 
would reduce substantially nonmeritorious objections, and par- 
ticularly for that casual objector. So we think that is an important 
difference. 

We think generally also that the time limits, and the way this 
treats the appeal issue are also desirable. Our proposed preserves 
appellate rights until after the investigation is completed, and if the 
investigation produces a lawsuit, a criminal indictment or a trial, 
enabling the person to include any appellate rights that accrue at 
this early stage and appeal from any final report judgment. If there 
is not lawsuit filed, we provide for a later time to appeal. These are 
also important improvements over the Tax Reform Act in terms of 
preventmg possible delay. 

So I think over all the Treasury Department believes that this is a 
better approach than the Tax Reform Act. 

The IRS, because it has just gotten its people used to one system, 
is now studying what it really feels about whether it really wants to 
make a switch to another system. 

As you know, the bill reported out by the Banking Conmiittee 
would authorize continued use of 7609, the Tax Reform Act. 

Mr. KASTENMEIER. In view of the fact that that is the second bell 
and an important vote, we will have to recess the committee for 10 
minutes, Mr. Davis. I regret having to do that. We will reconvene 
in 10 minutes. 

Accordingly, the subcommittee stands in recess. 
[Brief recess.) 
Mr. KASTENMEIER. The committee will come to order. 
Mr. Davis, to open another subject, why do you feel a special 

exemption is needed, for the Secret Service in their efforts to protect 
Presidents? 

Mr. DAVIS. I think that there are two reasons: One is why delay 
is required and, two, why no notice is required. One, upon receipt of 
information as to a possible threat or upon investigation of some 
incident or person who may be a threat to the President or one of the 
other protectees of the Secret Service, which also covers visiting heads 
of state among others, generally, great speed is necessary. Geat 
speed is necessary because information is often of a very general 
nature, and it is important to act quickly. 

Secondly—and, I think, in a way more importantly—it is, I believe, 
an unfortunate reality that in many of the situations those involved 
in threats on the President are those with a history of mental illness. 

Now, I don't mean to suggest because somebody has a history of 
mental illness, they are a danger to the President; I mean that if you 
look at the class of people who have made threats, there is a high 
percentage in that category. 

In that situation we are concerned about providing notice at all 
because of the uncertainty of the reaction to finding out of Secret 
Service interest in a particular individual. In some situations, that 
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may be a deterrence to action; in other situations, that may be a 
stimulus to some sort of action and, unfortunately, sometimes it is 
very difficult to have any great predictability in that. 

Mr. KASTENMBIER. You are referring to notice after the fact? 
Mr. DAVIS. That is correct. People do things for a variety of rea- 

sons. As I say, sometimes you are talking about a situation where 
becoming aware of Secret Service interest can stimulate interest in 
the particular individual in acting or thinking of acting or making 
additional threats. It becomes a very complicated problem. 

We think that we should, within the Service and from the Treasury 
Department, Department to Service, monitor very carefully the 
standards and the criteria and the methods by which any of these 
investigations are conducted; and we on a re^lar basis meet to discuss 
these. I think that in that particular situation this is sufficient. And 
we believe for the reasons of speed and the other reasons I have just 
articulated, that the exemption for the Secret Service in connection 
with its protective responsibilities only is necessary. 

Mr. KASTENMEIER. Have you independently concluded what types 
of records ought to be included or covered by the protections of title I; 
that is to say, credit records, telephone toll records, bank records, 
medical records? 

Mr. DAVIS. We have concluded that the bank and financial records 
of that type should mainly be covered. As to toll records, we endorse 
or join in Mr. Heymann's caution, which largely was premised on-  

Mr. KASTENMEIER. Why would you be cautious about telephone 
toll records? 

Mr. DAVIS. I think the caution had a little bit of "let us wait and 
see how the system works before we put a lot more into it." When I 
say caution, that was the kind of caution. I think there is a distinction 
in terms of telephone toll records and financial records. When you look 
at a checking account, you look at the actual transactions, particularly 
if you look at underlymg documents. That can give you much more 
substantive knowledge about a person's habits than if you look at a 
toll record. A toll record gives you some. I don't mean to suggest that 
there is not a privacy interest there. I am just saying in the spectrum, 
looking at the toll record gives you information that a particular 
number was called. That it seems to me lesser than looking at the bank 
records, the underlying transaction records in a bank account at the 
same time. 

Therefore, we think that bank records plainly, yes; and as to the 
credit card records, in the bill originally suggested by the Treasury 
Department and the Justice Department, we urged there not be credit 
card records included, largely because we were concerned not so much 
about American Express but a definitional problem that could come 
up with every department store that runs a credit card system; but 
we are really not—I don't know how to phrase this—not very seriously 
opposed to the way that turned out in the Banking Committee; and on 
the telephone records would endorse the Justice Department's view. 

In terms of other records, as a general matter we think it is true that 
as you expand the number of records, depending on what you are 
including, you are expanding the potential impact on the system itself. 
More records and more agencies becoming involved would contribute 
to larger numbers of cases which in itself could be a problem. We think 
there we should look at it on a record-by-record basis. 
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Plainly, medical records are an area where there is a very strong 
privacy interest, but I think in terms of the Treasury Department's 
position we have to come to a position as to exactly how we would 
want to handle that. Plainly there should be some protection, but in 
terms of an oflBcial position as to whether we think we need any parti- 
cular relief or exception, we have not come to that view yet. 

Mr. KASTENMEIER. Mr. Davis, as one who would proceed with 
caution, it would seem just the reverse, that you would opt for sub- 
jecting medical records and telephone toll records to some sort of 
title I coverage but wait a bit on credit and bank, since that would 
impact—to use your word—on your activities far more than telephone 
toll or medical. 

Basically, you don't often seek those other records, but very often 
you do seek bank records, and to a lesser extent credit records. Isn't 
that true? 

Mr. DAVIS. I think that is correct. 
In think bank records are the type of records which has the largest 

use, and from the perspective of the testing phase, I think that you are 
correct. 

On the other hand, because it is a large use, there is also a greater 
or very strong demand that there be some protection. Because bank 
records are very frequently gone to by investigative agencies, so there 
has been a feeling that there should be some protection. We, in looking 
at the proposed legislation which focused largely on credit and bank 
records, were prepared to come up with a solution to that real problem. 

I think what I am saying is, in terms of other records we probably 
would look at them on a record-by-record basis. 

We support the Justice Department's position as far as other types 
of records. We do not have an official position yet. 

Mr. KASTENMEIER. One last question: It relates to the exception 
you request for disclosure of records obtained by the Office of Foreign 
Assets Control. 

What sort of situation were you talking about on page 7 of your 
statement? 

Mr. DAVIS. There are two provisions linked to foreign assets con- 
trol that we are interested in. One relates to a variation on the court- 
order notice. We are riot talking about a situation in that particular 
case where they do not have to go to court. We are talking about 
where they go to court and obtain a delay, that there should be a recog- 
nition that in some circumstances that delay should be indefinite. 

The circumstance we are thinking about is where the owTier of an 
account is a foreign national, which is very often the case, because 
what you are talking about is blocked accounts in this country. 

Now it may well be it is a blocked account owned by a Cambodian, 
or a Vietnamese, or some other national. In that situation it would 
be very difficult for some period of time to provide notice to that person 
without really providing notice to that government. And we are con- 
cerned about retribution against that individual because that may be 
an account that government doesn't know about. So we are talking 
about a situation where foreign assets control can make that showing 
to the court, that in that circumstance there should be an opportunity 
for indefinite notice. 
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Mr. KASTENMEIER. Aside from that sort of situation, would you 
agree, if you are familiar with the administration's foreign intelligence 
surveillance bill and its broad privacy protection, not only citizens 
but also resident aliens and even foreign visitors, would you say that 
by analogy that these protections ought to reach a similar group of 
people? 

Mr. DAVIS. While I am familiar with the Foreign Intelligence Act, 
I am not prepared in all its aspects. In terms of whether the provision 
of H.R. 214 or the Justice-Treasury proposal should reach noncitizens, 
I think that we begin with the premise that we feel most strongly about 
citizens and then resident aliens. But at least insofar as people who are 
in this country, so that there is an opportunity to meaningfully comply 
with notice provisions of the act, so the system can work, so you can 
really provide notice, I do not see an objection to including them. 
By doing so you have the advantage of getting as much uniformity in 
application of the system as possible, which is a desirable goal. 

Mr. KASTENMEIER. I want to thank you on behalf of the committee, 
Mr. Davis, for your testimony today, and your help with the legisla- 
tion before us. 

Perhaps we will have further occasion to be in touch with you in 
reference to it. Thank you, sir. 

Mr. DAVIS. We would be happy to work with the committee on 
this and any other matters. 

Thank you very much, Mr. Chairman. 
Mr. KASTENMEIER. Next, the Chair would like to call Assistant 

Chief Postal Inspector, the Honorable Paul G. Coe. 
Mr. Coe, welcome. 
Mr. Coe, you have a rather brief statement, actually. 

TESTItfONT OF PAUL 0. COE, ASSISTANT CHIEF POSTAL INSPECTOK 
FOB CRIMINAL INVESTIGATIONS, U.S. POSTAL SERVICE, ACCOH- 
PANIEB BT CHABLES B. BBAUN, ASSISTANT GENEBAL COUNSEL, 
SPECIAL PBOJECTS DIVISION, LAW DEPABTMENT, USPS 

Mr. COE. Yes, sir. I would like to read it for the record. 
Mr. KASTENMEIER. There is no reason why you shouldn't proceed 

from it. 
Mr. COE. Thank you. 
Mr. Chairman and members, I am Paul G. Coe, Assistant Chief 

Postal Inspector, Criminal Investigations. Accompanying me is 
Mr. Charles R. Braun, Assistant General Counsel, Special Projects 
Division, Law Department. 

It is a pleasure for me to meet with you today to discuss H.R. 214, 
the proposed Bill of Rights Procedures Act of 1977. 

The interest of the Postal Service in this lemslation centers on title 
II of the bill which would enact certain guidelines for the use of mail 
covers. Title II would enact a statutory definition of the term "mail 
cover" and specify the authorities who may authorize the use of this 
investigative technique. It would establish criteria for judging whether 
grounds for the use of a mail cover exist; it would limit the time for 
which a mail cover may be conducted and it would establish remedies 
for the improper initiation of a mail cover. 
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In general, we believe that the guidelines for the use of mail covers 
which would be established by this legislation are acceptable; however, 
as I will explain, we believe that some modification of the bill is 
necessary. 

It is possible that the provisions of proposed sections 2 (a) and 
(b) of title II of the bill dealing with the authority of the Attorney 
Creneral may not promote uniform administrative policies regarding 
mail covers. Under these provisions the Attorney General can make 
an independent determination regarding the necessity for a mail 
cover and could take the position that the Chief Postal Inspector is 
required to authorize the cover to be placed into effect without infor- 
mation as to the basis for the Attorney General's determinatoin. 

The bill is somewhat unclear as to whether the Attorney General 
must supply the Chief Postal Inspector with the information support- 
ing the Attorney General's determination under the bill that the mail 
cover was necessary or even that the Attorney General specify wheth- 
er the mail cover is required in the investigation of a felony or in the 
location of a fugitive. 

Although we trust that as a standard practice the Attorney General 
would supply information of this type with any request for the 
authorization of a mail cover—and we believe that we could require 
the submission of such information under the bill—nothing in section 2 
explicitly assures us that the Attorney General would agree with our 
interpretation of the bill in this regard. 

Without adequate information regarding the need for and the pur- 
pose of a mail cover instituted at the request of the Attorney General, 
the Postal Inspection Service would be unable adequately to perform 
its duty under sections 6 and 7 of title II to maintain records con- 
cerning mail-cover requests and to make a full and complete annual 
report to Congress concerning mail covers. 

In this regard, we note that the proposed legislation would not 
impose any corresponding recordkeeping and reporting requirements 
on the Attorney General concerning the mail covers requested by that 
official under section 2(a) of title II. 

The Postal Inspection Service does not desire to exercise a veto 
over mail-cover requests supported by the Attorney General's deter- 
mination that one is necessary; however, as an obvious defendant in 
any lawsuit charging improper initiating of a mail cover, and as the 
component of the Postal Service responsible for reporting to Congress 
on mail covers, the Inspection Service has a considerable interest in 
being apprised of the background and purposes of any proposed mail 
cover beiore it is placed into effect. 

We believe the orderly administration of the mail cover statute 
will be enhanced, the possibilities of abuse of mail covers will be 
minimized and the level of recordkeeping and reporting concerning 
mail covers will be improved by clarification of this point, perhaps by 
an amendment of section 2 to require adequate supporting information 
to be furnished to the Chief Postal Inspector with any mail cover 
request from the Attorney General. 

Accordingly, we suggest that section 2(a) of title II of the proposed 
legislation be amended by adding, immediately after the words, 
"United States Attorney General," the words, "and if supplied with a 
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copy of the affidavit on which the Attorney General has based his 
determination that the mail cover is necessary." 

I think it may also be desirable to add a provision to the bill allowing 
a reasonable amount of time—say, 180 days—for the Postal Service 
to conduct a public rulemaking to change its mail-cover regulations 
to implement title II. 

If this bill passes without an effective date provision, title II will 
become effective on the date of enactment and postal regulations 
inconsistent with the law will be immediately invalidated. 

Legal and administrative questions may arise during the transitional 
period in which the law was in effect and public rulemaking procedures 
to change the regulations were in process. 

We suggest, in the interest of improved administration, a provision 
be added to the bill, such as the following: "Title II of this act shall 
become effective within 180 days after its enactment on the date 
established therefor by the Postal Service and published by it in the 
Federal Register." 

This concludes my prepared statement. 
I would like to take the liberty to conmient a little bit more on 

mail covers. Several months ago we furnished the committee with a 
rather lengthy document on mail covers. I believe it is available. If 
it is not, we would be glad to leave a copy with the committee. 

The document explains what a mail cover is; it goes into the purpose 
of the mail cover; it addresses their availability as a tool to otlier law 
enforcement agencies; it spells out our current requirements for 
obtaining a mail cover; it also addresses the supervisory control that 
we maintain over the administration of a mail cover; it addresses 
recordkeeping procedures that we now have in effect; it addresses the 
legality of mail covers and decisions of the court where it has been 
challenged; and it also provides a history of the use of the mail covers 
and procedures. 

The use of the mail cover is very important to law enforcement, 
not only to the Postal Inspection Service out also to other law enforce- 
ment agencies. It is used in connection with investigations involving 
national security, espionage, sabotage, illegal mailing, or smuggling 
of drugs, narcotics and firearms, pornographic dealers, mail fraud, 
income tax violation, organized crime, and racketeering. 

I have some statistics that may be of interest. I won't bore you 
with a lot of detailed statistics but in calendar year 1977 the Postal 
Inspection Service, in investigation of postal violations—felony viola- 
tions, I might add—authorized 1,662 mail covers in cases pertaining 
to fraud; controlled substances in the mail; fugitives; theft of mail; 
obscenity; firearms; possession, forgery, and uttering a Government 
obligation; explosives; extortion; embezzlement; and lottery. 

We authorized a total of 1,923 mail covers for 19 other Federal 
agencies, 16 State agencies, and 4 county and local agencies. We 
also authorized 115 mail covers in connection with national security 
investigations. 

Mr. KASTENMEIER. HOW many? 
Mr. CoE. 116. These were at the request of the FBI or the Depart- 

ment of Defense. 
That totals exactly 3,700 mail covers in calendar year 1977. 
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To give you an idea of our concern about the use of mail covers and 
to demonstrate the controls we have established in authorizing them, 
the 3,700 figure for 1977 is down from a high of 5,169 which were 
authorized in 1973. At the same time there has been an increase in the 
number of times we have refused to authorize covers. 

In fiscal year 1977, we refused 504 requests because we felt they did 
not satisfy our criteria for authorization. This alone does not give 
the total picture on the effect of our controls. 

Because of our regulations, there have been an unknown number of 
instances where the agency did not request a cover. 

As I say, I do have detailed statistics. But they are not in proper 
order to leave with you today. I will be glad to furnish them later if 
you desire. 

Mr. KASTENMEIER. Yes; when you do have them available for 
submission, I would appreciate it, Mr. Coe, if you would submit 
these additional statistics to the committee. 

Mr. COB. I'd be very happy to. 
[The information follows:] 

CHIEF POSTAL INSPECTOR, 
Washington, D.C., August 9, 1978. 

Hon. ROBERT W. KASTENMEIER, 
Chairman, Subcommittee on Courts, Civil Liberties and the Administration of Justice, 
Washington, D.C. 

DEAR CONGRESSMAN KASTENMEIER: This replies to your request for certain 
statistical information on mail covers made to Assistant Chief Inspector Paul G. 
Coe, who testified before your subcommittee on July 20, 1978, concerning H.R. 
214, "The Bill of Rights Procedures Act." 

Attachment I shows the total number of mail covers approved or disapproved 
since fiscal year 1971 and separates national security covers from all others. As 
you will notice, the number of mail covers approved has steadily declined since 
fiscal year 1973. Attachments II and II-A list the agencies that have requested 
mail covers and the number requested, including national security covers. The 
statistical information depicted on Attachment III illustrates the number of 
cases (32 of 56 surveyed) for which the length of time elapsed between termination 
of the mail cover and commencement of prosecutorial action (i.e., indictment 
issued or information filed) exceeded 90 days. 

Mail covers are often used in those cases requiring a substantial amount of 
investigative time, e.g.. Postal Service mail fraud cases, and complex investiga- 
tions conducted by the Federal Bureau of Investigation, Internal Revenue Service, 
and the Drug Enforcement Agency (see Attachment II), with the greater part 
of the investigative effort taking place after termination of the cover. In addition, 
the material obtained from a mail cover often forms the basis for broadening the 
scope of an investigation of providing new investigative leads, thereby extending 
the length of the investigation. 

While the survey shown by Attachment III represents only Inspection Service 
cases, we have reason to believe that the same results would be found in a survey 
of non-Inspection Service requests for mail covers. We are concerned that in 
reaction to the proposed 90-day notice requirement in section 5 of the bill, agencies 
might successfully delay notification of the subject or delay the request for a 
judicial waiver simply by seeking an extension of the mail cover to the maximum 
time available. In order to avoid such a possible abuse of the legislation, we 
suggest that consideration be given to extending the period of notification to 
270 days since we believe that, in most cases, the individual will have been formally 
charged during this period. 

Sincerely, 
C. NEIL BENSON, 
Chief Postal Inspector. 

Attachments. 
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MAIL COVERS APPROVEO/DISAPPROVEO 

(By rucil yurl 

1971 1972 1973 1974 1975 '1976 1977 

Approved: 
N«tional Security ,  
Inspection Service   
Other itencies   

Totll  
OiMpproved  

179 

:   l;IS 
1S2 

1,925 
2,421 

359 
1.623 
3,187 

359 
1,617 
2,633 

223 
1,120 
2,356 

151 
1,593 
2,020 

125 
1,762 
1,709 

:   '•'n.. 4,52* 5,169 
133 

4,609 
123 

3,699 
498 

3,764 
481 

3,596 
504 

• Five quarters (includes transitional quarter). 

MAIL COVER STATISTICS BY AGENCY 

(Calendar Year 1977) 

January- 
March 

April- July- 
June   Septemlrar 

October- 
December Total 

APPROVED 

Postal Inspection Service: nspei 
Fraud.. 
Controlled substance   
Fuiltive  
Theft  
Obscenity  
Firearms  
Possession, forgery, utterlni.. 
EKolosives  
Extortion  
Embezzlement  
Lottery  

186 
42 
45 
18 
4 
1 
1 
4 

ToUl  301 
Federal aiencies: 

Air Force—Office of Special Investiiations  2 
Army—Criminal Investifaliens Command  
Navy—Naval Investijations Command  
Drug Enforcement Aoministration  58 
Federal Bureau of Investiialion  25 
Immiiration-Naturalization Service   
U.S. Marshals Service  2 
Alcohol, Tobacco, and Firearms  6 
Customs  23 
Internal Revenue Service  308 
Secret Service -— 8 
U.S. Attorney  12 . 
Department of Agriculture  1 , 
Interstate Commerce Commission     
U.S. Coast Guard Intelligence   
Department ol Labor   
U.S. Marine Corps  
Department of Revenue and Taution—Guam  
Department of Commerce—National Marine 

Fisheries  
State agencies: 

State police -  17 
Department of corrections   2 
Department ol justice   6 
Bureau of drug control     1 
Office of \aw enforcement..  2 
State's attorney    1 
Bureau of investigations  _ 
Bureau of family services   
Drug law enforcement   
Securities commission -   
Attorney general  
Bureau of welfare  
Stale department  
Department of motor vehicles   
Department of business regulation   
Bureau of narcotics and drug enforcement   

County/local agencies: 
Police/sheriff    43 
District attorney/county prosecutor  31 
Department of public safety  
Department of social services  1 

Total  549 

• 613 
43 
28 
49 
32 

276 
54 

9 
7 

17 

171 
17 
5 

12 
16 

765 

1 . 
1 . 
4 

59 
38 

1 . 
4 
1 

43 
228 

2 

51 
13 
8 

373 

2 
54 
27 

2 
3 
6 

193 
4 

33 
1 
1 

38 
7 

223 

1 
63 
17 

1 
2 
1 

10 
135 

10 
<210 

4 

2 

13 

1 
1 
2 
1 
6 

21 
14 

1.246 
156 
87 
66 
69 

1 
I 
4 
6 
5 
1 

1,662 

7 
234 
107 

2 
10 
11 
82 

864 
24 

222 
S 
1 
1 
1 
2 
1 

40 
4 

10 
1 
5 
4 
1 
2 

35 
2 
1 
1 
1 
2 
1 
6 

153 
65 
t 
1 

470 383 521 1,923 

• Besides 13 covers placed in fraud investigations (ATL) 38 corporate names at 6 addresses tor 2 periods wer* covtrad. 
< Fraudulent bank account investigation, western district of Pennsylvania. 
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MAIL COVERS APPROVED IN THE INTEREST OF NATIONAL SECURITY 

ICilendar y«ar 1977] 

January- April- July-      October- 
March Juna   Saptambar    Oacembar Total 

Approval: 
Faderal Bureau of Invntiiation  21 20 34 23 98 
Air force—Office of Special Investigation  t 4  13 
Army—Criminal lnve3ti|ation Command   
Navy—Naval Investiiation Command    2 13 
Royal Canadian Mounted Police    1  1 

30 24 37 24 US 

PROSECUTORIAL ACTION IN POSTAL INSPECTION CASES TAKEN SUBSEQUENT TO TERMINATION OF THE MAIL 
COVER > 

[Flacal years 197S-78I 

Number of months 

lto3 4to6 7 to 9    10 to 12 Over 12 Total 

Number o( casat               24 
       42.8S 

13 
23.21 

12              3 
21.43         5.36 

4 
7.14 

56 
100 

< These statistics were accumulated in a survey of fraud cases conducted in the five Inspection Service reiions. However, 
due to the limited time to compile the material, and for other reasons, 98 cases were reviewed. Fuiitive mail covers were 
eliminated from the survey since the subjects of the mail covers (friends and relatives of the lutitive) are not themselves 
targeted for prosecution. We are inclined to believe the 90-day oeriod would be too short as to fugitive mail covers. How- 
ever, we are not sure what period would be more appropriate. We also eliminated from the survey cases in which maU 
:overs were terminated recently and no indictment has as yet been obtained. 

Mr. CoE. That concludes my statement. I would be willing to 
answer any questions. 

Mr. KASTENMEIER. Thank you for very brief but very constructive 
and helpful testimony. 

I must say, listening to your t«stimony, I agree with you, that if 
we are going to place certain burdens of reporting on the Postal Service, 
then we will have to change that language with respect to the Attorney 
General's submissions to you; and your additional suggestion about 
transition time, for example, 180 days, is also a point well taken, and 
I appreciate those, I think, very constructive comments. 

Your statistics are also edifymg. 
I would have thought that the use of mail covers might have dimin- 

ished a bit. 
In terms of national security, does the Department of Defense have 

any particular authorization for law enforcement? Is it in connection 
Avith deserters and AWOL's, or how does the Department of Defense 
figure in as far as law enforcement is concerned? 

Mr. CoE. I do not have the details on what those requests were. I 
do have them broken down by agency. In 1971 we honored 13 requests 
from the Air Force. I would have to check to see what exact types 
of cases they were. 

Mr. KASTENMEIER. I didn't realize that they resorted to investiga- 
tions themselves. I would have thought that they would have placed 
investigations perhaps through the FBI; but we can take that up 
directly with them. 

Mr. CoE. The bulk of them, Mr. Chairman, did come from the 
FBI; 98 of the 115 came from the FBI, 1.3 from the Air Force, 3 from 
Naval Command, 1 from the Royal Canadian Mounted Police. 
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Mr. EASTENMEIER. TWO years ago, Chief Inspector Cotter testified 
before the subcommittee and he said at that time, and I quote: 

I welcome guidance of some sort as to what standards I should use in making 
my judgment with regard to a national security mail cover. 

May I ask you today, Mr. Coe, is the Postal Inspection Service 
still in need of guidance on national security mail covers? 

Mr. COE. I would think it would be helpful, Mr. Chairman. 
Mr. EASTENMEIER. What standards, really, do you presently 

employ? 
Mr. COE. When we receive a request for a national security mail 

cover, we do not require supporting data. With regard to other mail 
cover requests, we do require the agency—under existing regulations— 
to advise us of the statute that is mvolved, so that we can be assured 
it is indeed a felony offense. 

We require the agency to furnish advice whether the person who 
is the subject of the cover has an attorney; whether he is under indict- 
ment, and so forth. We do not impose these requirements in national 
security matters. 

Mr. EASTENMEIER. That is precisely why I raise the question, 
because it is a peculiarly vulnerable area for abuse. Mr. Cotter 
testified 2 years ago, as to not only mail covers but also mail openings, 
which became a national scandal in the sense of subsequent revelations. 

On another topic, may I ask you, in reviewing the bill, whether 
J^ou think that section 5 notice provisions will interfere with any 
egitiraate law enforcement investigations of the Postal Service? 

Mr. COE. If I may, Mr. Chairman, that is something I would like 
to address in a followup letter. 

Mr. EASTENMEIER. All right. 
Mr. COE. Due to the short period preceding this testimony, I 

am not totally prepared to take exception to the 90-day notice period. 
However, I am somewhat concerned that 90 days may be too restric- 
tive. I would hke to have the opportunity to evaluate the situation 
before making a firm recommendation. 

Mail covers are generally used in very lengthy investigations; it is 
not uncommon for an investigation to require at least a year before 
it is ready for prosecutive action. The use of the mail cover usually 
comes early in the investigation. While I don't want to be unduly con- 
cerned without some supportive data, I am fearful that it would be 
necessary to request the court in almost every instance for an excep- 
tion if the 90-day limit is retained. 

After proper review, we may request by letter that consideration 
be given to extending the notice period. We have no objection to the 
requirement to provide notification; however, we think it advisable 
to consider an extension of that time. The short time limit will have 
an administrative effect on the Postal Inspection Service, and while 
I can't speak for the courts, it seems to me it would cause a burden 
on the court that might be even more significant. 

Mr. EASTENMEIER. Well, you initiated in 1977 1,662 mail covers? 
Mr. COE. Yes, sir. 
Mr. EASTENMEIER. In your reply you might allude to that figure 

in terms of the time the covers were effective, and that might also 
aid us in determining what your own interests would be in whether 
the term were 90 days or any other period of time. 
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Mr. CoE. Yes. Any analysis we would make along that line would 
have to relate to the cases that we investigate. I don't think we can 
do that for other agencies, but we could for the Postal Service. 

Mr. KASTENMEIER. I understand that. 
In addition to the notice reauirement, one of the other differences 

between present practice and the bill is the number of postal inspectors 
that would be authorized to approve mail covers, and I know this 
was part of the discussion back m early markup 2 years ago, and in 
that regard do you believe that this limitation will interefere with the 
necessary mail-cover approvals? 

Mr. CoE. I beUeve tnat the limitation down to the postal inspector- 
in-charge level as outlined in the bill is proper. 

Mr. KASTENMEIER. I had hoped that you would agree, because 
actually many of these provisions as they appear in HiR. 214 were 
worked out with the Postal Service at that time, 2 years ago, and the 
Postal Service made a number of su^estions, and we tried to reconcile 
differences about this within the bill; so that I would have hoped that 
the level of postal inspectors authorized would be adequate for your 
purposes. 

Mr. CoE. I believe it is adequate. I would not like to see the level 
of authorization reduced. Requests for mail covers go to the inspectors 
in chaise. They are reviewed at the regional chief inspector level, and 
we have on occasion canceled mail covers where in the judgment of 
the regional chief or the chief inspector, they were not proper. We do 
exercise veto power, but it is necessary, I think, to have the authori- 
zation at the field level. To restrict it further would impede investi- 
gations where prompt action is necessary. 

Mr. KASTENMEIER. I want to thank you, Mr. Coe, for your appear- 
ance this morning, and Mr. Braun, as well, for accompanying you; 
and we will be in further touch \vith you with respect to some of the 
data and materials which you will furnish us. 

We appreciate your testmiony. 
Mr. COE. Thank you very much, Mr. Chairman. 
Mr. KASTENMEIER. That concludes the testimony for this morning 

on this matter. 
The hearings are concluded and today's hearing is adjourned. 
[Whereupon, at 11:05 a.m., the hearing was concluded and the 

subcommittee was adjourned.] 
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